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PaccmoTpeHa U peKOMeHAO0BaHa K MCNO/b30BaHMIO B y4yebHOM npouecce Ha 2021/2022
y4ebHbIli rog 6e3 N3MEHEHNIA™
MNpoTokon 3acegaHnA Kadeapbl Nod o1 15 nioHA 2021 r

PacCMOTPEHO U pPEeKOMEeHAOBaHO K WCMO/Mb30BaHUIO B Y4YeGHOM Mpouecce Ha

/ YY€EOHbIN rof ¢ U3MEHEHUAMU (CM. TUCT U3MEHEHUIA)**
MpoToKon 3acefaHnsa Kaeapsbl oT__ . .20 Neo _
* 3anonHaeTca nNpu exerofHOM MNepecMOTpPe MporpaMMbl, €CM B HEE He BHECEHbI
N3MeHeHus

**  3amnofiHgeTCs NpU €XerogHoM MepecMoTpe MporpamMMbl, €CIM B Heé BHECEHbI
N3MEHEHUS



PaccMoTpeHa 1 peKOMeHA0BaHa K 1CNONb30BaHUIO B y4eOHOM npoLecce Ha I
y4ebHbIli rog 6e3 N3MeHeHnn*
MpoTOoKON 3acefaHns Kageapbl oT__ . .20 Ne

PacCMOTPEHO W PEKOMEHAOBAHO K MCMONb30BaHWO B Y4ebOHOM npouecce Ha
I YUYeOHbI oA C N3MEHEHUAMM (CM. IUCT U3MEHEHWNN)**
MpoToKON 3acefaHns Kageapbl oT__ . .20 Ne

*3anofiHAeTCA NPU eXerogHoM MepecMOTpe Mporpammbl, €C/iM B HEero He BHeCeHbl
N3MEHEHNA

* 3anofHAeTcA nNpwW eXerogHoM MnepecMOoTpe MporpaMmMbl, €C/iM B HEro BHECEHbI
N3MEHEHNA



1. Llenb v 3aga4yn 0CBOEHUA AUCLUNINHbI

Llenb OCBOEHWUA AUCUUMNAWHBI - NPUOBPETeHME CTyAeHTaMWU TeOPeTUYECKUX 3HAHUIR U
NPaKTUYeCKMX HaBblKOB MO aAMWHUCTPUPOBAHUIO JIOKA/bHbIX CeTe Ha OCHOBe Hambosnee
NoNyNAPHbIX ONepaLMoHHbLIX CUCTEM.

3agaun:
- U3YYeHue CETEBbIX TEXHOMOTMIA MOCTPOEHUS NOKANbHON BbIYNCANTENBHON CETH;
- npuobpeTeHMe CTyAeHTaMW 3HaHU 06 OCHOBax aAMUHWUCTPUPOBAaHUN
onepalyMOHHbIX CUCTEM;
- (hopmMMpoBaHME NPaKTUYECKMX HaBbIKOB MO BbIOOPY pa3BepTbiBAHMIO CETEBbLIX CNYXO,

CETEBbIX

HacTpOiKe CeTeBbIX MPOTOKO/MOB, MOBBILWEHNIO 3PPEKTUBHOCTA paboTbl CETU W
o6ecneyvyeHnto 3amnTbl AaHHbIX;
2.  MecTo gucuMNAUHBI B CTPYKTYpe  OCHOBHON  Mpo(eccMoHanbHoi

obpasoBaTte/sibHOM NporpaMmmbl

OucunnnuHa «BeefeHne B ceTeBOe aMWHUCTPUPOBaHME» OTHOCMTCA K AUCLUMANHAM
06s3aTebHON YacTu. AucumnanHa ndyvaeTtcs Ha 1 Kypce 3a04HON hopMbl 06yYeHMs

[ns 0CBOEHWS [AHHOW AMCUMNAWHbBI, O6yyvalowmecs [O/MKEH OCBOUTb pasjensl
aucumnivH: - «VHpopMatuka M NporpaMMUpoBaHmne», «3JNIEKTPOHHAA cpefa U UUpoBble
TEXHONOrMm», «HPopMaLMoOHHbIE CUCTEMbI U TEXHONOT NN,

MapannensHo ¢ AUCLMNINHOW «BBefeHne B CeTeBOe aAMWHUCTPUPOBaHME» U3Y4atoTCH
cnegyrouine ANCUUNINHBL: «/IHOCTPaHHbIN A3biK», «OnepaynoHHble N TeENEKOMMYHMWKaLMOHHbIE
CUCTEMBI».

OuvcumnnvHa «BBefeHve B ceTeBOe afMUHUCTPUPOBaHWE» ABMSETCA 6a30BOW A/
OCBOEHMUA ANCLMUNANH: «OCHOBbI TEOPUU WMHHOPMALMOHHBIX CUCTEM», «OCHOBbI pa3paboTKm
MH(OPMALMOHHON cuUCTeMbl», «O6paboTKa, aHanuM3 W XpaHeHWe [AaHHbIX», «YnpaBieHue
npoekTamMyM B 06M1acTV MHMOPMALMOHHBIX TEXHONOrW», «OCHOBbI CMCTEMHOrO aHanuMsa W
MeTO4bl  MOAENUPOBaHUSA  UHAPOPMAUMOHHLIX  cUCTeM»,  «OBOGBEKTHO-OPUEHTUPOBAHHOE
nporpamMmupoBaHue», «Pa3paboTka NporpaMMHbIX MNPUOXKEHUI», «OCHOBbI MPOLECCOB
BHEAPEHNS WH(OPMALMOHHbIX CUCTEM», «WH(opMaLoHHas 6e30MacHOCTb B WHTEPHETE,
«PacnpegeneHHble NHHOPMALYOHHbIE CUCTEMbI».

3. lNepeyeHb NNaHMPYEMbIX Pe3ynbTaTOB 06y4eHNs
MMpouecc W3y4vyeHUs AUCUUNAMHBLI HanpaeneH Ha (opMupoBaHMEe NPOJPECCUOHANBbHBIX
KOMMNeTeHUMN BbiNyCKHNKOB Y K-6, OlMK-9.

Tabnuua 1- YHuBepcasbHble KOMMETEHLMN

Kog n HanmeHoBaHwme

Kopg 1 HaumeHOBaHWe MHAMKaTopa

Pe3ynbTaTbl 06yUeHUs

npoceccnoHanbHoM [JOCTVKEHUS NpodeccnoHanibHOM

KOMMNeTeHUMn KOMMNeTeHL N

YK-6. CnocobeH ynpaensitb  YK-6.1. cnosb3yeT WHCTPYMEHTbI W 3HaTb: OCHOBHbIle 3Tanbl

CBOUM BpemeHem, METOAbl  ynpaBneHUsi  BPEMEHEM  TMPU  npoeKTMpoBaHMSA KOpropaTUBHOM

BbICTPaMBaTh n BbIMNO/IHEHNN KOHKPETHBLIX safla4,  cetm: onucaHus  HasHauyeHve W
NPOEKTOB, npu [LOCTVDKEHUN

peasin3oBbIBaATb

NocTaB/IeHHbIX LENe.

MPUHLUMMbLI OpraHM3auum 1 pa6oThbl

TPaeKTOPNIO  CaMOPasBUTUA v/ o 3 OLEHMBaET TPEGOBAHUA pPhbIHKA OCHOBHbIX CeTeBbIX cnyxo6
Ha ~ OCHOBE  MPUHUMMOB tpyna 1 mpesiodKeHWsi 06pasoBaTeibHbIx —OMEPAUMOHHbLIX  CHCTeM (cny>x6bl
obpazoBaHMst B TEUEHWE ycnyr [/ BbICTPaMBaHWs TpaeKTopuu Katanoros, cnyx6 DHCP, DNS,
BCE XM3HW. COBCTBEHHOr0 NpodeccMoHanbHoro pocta.  WINS u ap.).
YMeTb: NPUMeHATb  pe3epBHOe
KOMMpOBaHWe W1  BOCCTaHOB/IEHWE
CUCTEMBbI,  HacTpamBaTb  CETEBblE
CNy0bl,  rPynmnoByt  MOMUTUKY,



Kog n HanmeHoBaHwme

ynpaBnsiTb [AOCTYMNMOM K pecypcam,
YUETHBLIM 3anucsM Mosib3oBaTenein u
KOMMbHOTEPOB.

BnageTb: HaBbIKOM MPOBEAEHMEM
OLUEHKW  WCMOMb30BaHUA  CPeAcTB
CeTeBOli OnepaLyiOHHON CUCTEMbI.

Tabnuua 2 - ObLLenpotecCoHaIbHbIe KOMMETEHLMN

Kof n HaumeHoBaHVe MHAMKaTopa

Pe3ynbTaTbl 06yYeHUs

npoceccnoHanbHoM [JOCTVKEHUS MPOodeccnoHanibHOM

KOMMNeTeHUMn KOMMNeTeHL N

OrlnK-9. CnocobeH OTIK-9.1 MNpuMeHsieT npodeccroHasibHble  3HaTb: COBPEMEHHbIE

npMHMMaTb  ydactme B KOMMyHUMKauum B paMKaX NPOEKTHOW  onepaumoHHble cpefdbl U 06/1acTK UX

peanmsaLum rpynnbi. 1 3hheKTUBHOTO MPUMEHEHN.

OMNK-9.2  Vcnonb3yeT  COBPeMeHHble .

NPodeccUoHaIbHbIX YMeThb: ncnonb30BaTb  MeToAbl
N cpeacTsa KOMMYHMKaLmMK ans 6 5 6

KOMMYHMKaLWiA c CBOEBPEMEHHO Nepejaun  MHBopMAaLMN obecneyeHuss  paboTOCMOCOOGHOCTM

3aMHTepecoBaHHbIMU Mo NPOEKTY. CeTeBOM ONepaLMoHHON CUCTEMBI.

YYaCTHMKaMW  MPOEKTHOM Bnagetb: HaBbIKOM YynpaB/ieHUeM

[eATeNbHOCTU U B pamMKax OKPYXXeHMeM nosbL3oBaTens "

NPOEKTHbIX FPynMn. KOMMbIOTePa,  KOH(MIypupoBaHWeM

cepBepa, BK/OYas ayauT YUETHbIX
3anuceii 1 pecypcos.

4. CTpyKTypa n cogep>aHue oucununanHbl

4.1. O6BbEM ANCLUNNNUHBI
O6bem gucumMnInHbl cocTaBnseT 3 3a4eTHble eanHULbI, 108 akaeMUYecKmx yaca.

Tabnmua 2 - O6beM ANCLUNAVHDBI MO BUAaM YUYeOHbIX 3aHATWI B aKageMUYEeCKMX Yacax

O6BEM AUCLUNNNHBI Bcero yacos

Ou4Has thopma 06y4veHuns

O6bem gMcUUNINHBI 108
KoHTakTHaa paboTa oby4amowmxcsd c
npenogasatenem (Mo  BuAam  ayAUTOPHbIX 10
yueOHbIX 3aHATUIA) - BCEro:
B TOM 4ucne: -
nekumn 4
3aHATUA CEMUHAPCKOro TUMa: -
NpakTUyecKune 3aHATUA -
nabopartopHble 3aHATUA 6
CamocToATeNbHaa paboTa (ganee -
CPC) - Bcero:
B TOM 4ucChe: -
KypcoBas paboTa -
KOHTpO/IbHasa paboTa -
Bupg npoMexyTouHO aTTecTayunm 3K3ameH

4.2. CTpyKTypa AUCLUNNINHBI

Ta6nuua 3 - CTpYKTypa ANCLUMM/INHBI ANs 3a04HOI (hopMbl 06YUeHNS



Ne Paspen /Tema

ANCLUUNINHBI

Pasgen 1
BBesneHue B
ceTeBOe
aAMUHUCTPUPOBAHN
e.

Pasnen 2.
MnaHnpoBaHue u
yCTaHOBKa
CUCTEMbI.

Pa3sgen 3.
ALMUHUCTPUPOBaAH
ne Microsoft
Windows Server
2019.

Pasgen 4. Cuctema
6e30MacHOCTK
Windows Server
2019

Pasgen 5.
AAMUHUCTPUPOBaH
1e 1 HacTpoiika
OCHOBHbIX C/yXO0.
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®opmbl
TeKyLlero
KOHTpONA

yCreBaemMocTy

TecTbl, 34aHuUA,

[0KNafpbl.

TecThl,
3afaHuns,
nabopaTopHble
paboTbl.

TecThl,
3afaHuns,
nabopatopHble
paboTbl.

TecThl,
3afaHus,
nabopaTopHble
paboTbl.

TecThl,
3afaHus,
nabopartopHble
paboTbl.

4.3. Cofiep>XaHue pa3genos/Tem AUCLUNNNHDI

Pa3gen 1. BBegeHue B ceTeBOe afMUHUCTPUPOBAHME:

Tema 1 lNpeamert, 3afavyn n cogep>kaHue Kypca.
Pasgen 2. lNnaHnpoBaHMe M yCTaHOBKA CUCTEMBI:
Tema 1 O630p cuctembl Windows Server 20109.
ApxuTekTypa cuctemMbl. Cnyxba Katanoros.

Tema 2. NoAroToBKa K yctaHoBKe 1 yctaHoBka Windows Server 2019
Tema 3. daiinosble cnuctembl Windows Server 2019. be3onacHOCTb (haitfioBbIX CUCTEM.
Pasgen 3. AamuHuctpuposaHune Microsoft Windows Server 2019:

Tema 1 Ncnonb3oBaHne Microsoft Management Console.

dopmupyemble
KOMMeTeHLuun

YK-6, OlNK-9

YK-6, OlNK-9

YK-6, OlNK-9

YK-6, OlNK-9

YK-6, OlNK-9

Tema 2. ALMUHUCTPMUPOBaHME YYETHbIX 3annceil Nonb3oBaTenein n rpynn.

NHpnkaTopsbl
LOCTUXEHUSA
KOMMEeTeHL NI

YK-6.1,
YK-6.3,,
OrnkK-9.1,
OlK-9.2

YK-6.1,
YK-6.3,,
OrnK-9.1,
OrkK-9.2

YK-6.1,
YK-6.3,,
OrnkK-9.1,
OrkK-9.2

YK-6.1,
YK-6.3.,
OMK-9.1,
OMK-9.2
YK-6.1,
YK-6.3.,
OmnK-9.1,
OMK-9.2



Tema 3. AAMUHNCTPUPOBAHNE YYETHbIX 3anuceld NoNb30BaTENENR 1 rpynn.

Pasgen 4. Cuctema 6e3sonacHoctn Windows Server 2019:
Tema 1 NHpacTpyKTypa 1 TEXHONOMMA OTKPLITOrO K/koYa.
Tema 2. NpoTtokon Kerberos B Windows Server 2019.

Tema 3. CpeficTBa KOH(MIypauum cucteMbl 6e30MacHOCTU.

Pasgen 5. AGMUHUCTPUPOBAHNE N HACTPOIKa OCHOBHbIX CYXO:
Tema 1 CeTeBble Cy>0bl U NPOTOKO/bI.

Tema 2. Cnyxx6a mapLipyTm3aunm n yaaneHHoro gocTyna

Tema 3. MOHUTOPUHT 1 ONTUMMK3ALMA CUCTEMBI.

Tema 4. Cepsepbl npunoxeHunin Microsoft Server 2019.

4.4. CofepxXaHue 3aHATUI CEMUHAPCKOro Tuna

Ta6nuua 6 - CofepkaHue NabopaTopHbIX 3aHATUI 41 3a04HOI HOPMbI 06YUeHNs.

Ne TeMbl
AVNCLUUNNHBI

Pasgen 1
Temal.

Pasgen 2.
Tema 1-3

Pasgen 3.
Tema 1-3

Pasgen 4.
Tema 1-3

Pasgen 5.
Tema 1-4

TemaTnKa nabopaTOpPHbIX 3aHATWIA

BBefeHve B AMCUMNAWHY,  OCHOBHbIE  MOHATUA.
VicTopnyeckasa cBofka.
MpoBepka YPOBHA 3HaHWA CTY[LEHTOB OTHOCUTENIbHO
[AAaHHOW AUCLMNANHDI.

O630p cuctembl Windows Server 2019. CpaBHeHue cC
paHHUMK Bepcusamn. OTANYMA OT JOMALLHEN, HaCTONbHOM
OC windows. OcHOBHOW ¢hyHKuMoHan. Active directory.
PaccmoTpeHne BupTyanbHOW cpegbl MS  Virtual PC.
YctaHoBka OC pasHbIX BepCcUMil  Ha  BUPTYaSibHbIX
MawiHax. OCHOBHbIe 3Tarbl YCTAaHOBKW. Y CTaHOBKA posel
Ha cepBep. CTpyKTypa (haiinoBoit cuctembl ceTeBbix OC.
LLiTaTHas cucrtema 6e30nacHoCTw. Pe3epBHoOe
KonuposaHue. Raid maccubl. O630p HeLTATHbIX CUCTEM
6e30MacHOCTM (hainfIoBbIX CUCTEM

OcHoBHble thyHKUMn MMC. [dobaBneHne ocHacTok. CBs3b
c AD. ¥YnpasneHne MMC. YnpasneHue ocHacTkoin MMC
nofb30oBaTenn M KoMnbioTepbl. Co3fhaHune Nosb3oBaTeneil.
NHTepdeic ¥3. OcHoBHble (hyHKUUN Y3 B AD. YneHcTBO
B rpynnax. Co3gaHune nonb3osateniein. VIHTepderic Mpynn.
OcHoBHble QyHKuuy Fpynn B AD.

BeefeHve B TEXHONOIMSA OTKPLITOrO K/KOYa. YCTaHOBKa
poneii. O630p [lMpotokon Kerberos B Windows Server
2019. YcraHoBka Kerberos B Windows Server 2012.
OCHOBHble (PYHKUUKN 1 npuHUMN paboTbl Kerberos. O630p
N HacTPOMKa LUTATHbIX cUCTemM 6e3onacHoOCcTWU. onnTuka
BesonacHocTn Y3, naponei, rpynn B AD.

O630p ceTeBbIX NPOTOKO/IOB. Y CTaHOBKA PONeii cepsepa.
Hactpoiika DNS, DHCP, NetBios, Wins u pgpyrue.
BeeneHune, HacTpolika n pa6ota ¢ VPN, RDP. AnnapaTHas
MapLupyTu3aums cpefcrsamu Hactpolike MS Virtual PC.
O630p cTaTMcTM4YecKOoro 3akpaHa cepepa. OTnagka
cuctemsbl, Mouck HemncnpasHocTel. O630p ¥ yCcTaHOBKa
ponu cepeepa NpuaoXKeHWn. OCHOBHblE (QYHKUWUM ponu
«CepBep npunoxeHuii» Microsoft Server 2019.

Bcero yacos



5. lepeyeHb Y4yeOHO-METOAMYECKOro 06ecnevyeHns CcaMoCTOATENIbHOW paboThl
0byyaroLLMxcs no gucunninHe

MeTofmyeckme mMatepuanbl No AUCLUNANHE (KOHCNEKT NeKUnUiA, MeTOANYECKME YKa3aHUS
Mo CamMOCTOATE/IbHON paboTe, TECTbl, NabopaTopHble paboTbl) pasMeLleHbl B moodle n ceTeBbIX
nankax rpynn. Pexxum goctyna: http://moodle.rshu.ru/course/view.php?id=1139

6. OLueHOYHbIe CpeAcTBa A4/1 TEKYLLEro KOHTPOIA YCreBaeMOoCTU U MPOMEXYTOUYHOM
arTecTtaymu No nToram OCBOEHMUA AUCLUUNINHDI

Y4eT ycneBaemMoCTn 06yuvaroLLerocs no gucumnianHe ocyulectenserca no 100-6annbHoOi
LWKane. MakcmasibHOe KO/mMyecTBO 6anioB No gnucumnninHe 3a oguH cemectp - 100:

- MakcumasnibHOe KO/IM4YecTBO 6annoB 3a BbIMONHEHME BCEX BMAOB TEKYLLErO KOHTPONA -
60;

- MaKCUMasibHOe KONMYeCcTBO 6asioB 3a MoceLleHne NeKLMOHHbLIX 3aHATUN - 10;

- MakcuManbHOe KO/M4YecTBO 6anfioB 3a MPOXOXAEHME MPOMEXYTOYHON aTTecTauun -
30;

6.1. TeKyLWMiA KOHTPO/b

TunoBble 3aaHns, MeTOAMKA BbINOMHEHNUA Y KPUTEPUN OLLEHWBAHUSA TEKYLLEr0 KOHTPOS
no pasgenam AUCUUNAUHLI MpeAcTaBneHbl B ®OHAE OLEHOYHbIX CPeACcTB MO AaHHOM
AUCUUNIVHE.

6.2. MpomMeXXyTouHaa atTecTalms
dopma NPoMeXyTOYHOW aTTeCTaLUN NO ANCLUMNINHE - 3K3aMEH.
dopma npoBefeHNA 3a4eTa/aK3ameHa: yCTHO No buneTam.

[MepeyeHb BONPOCOB A4 MOATOTOBKN 3K3aMeHY:

YK-6, OlNK-9

1 Oc06eHHOCTY NPOEKTUPOBAaHWSA KOPNOPATUBHBIX CETEA.

. OTanbl NPOEKTUPOBaHUSA KOPMOPATUBHBIX CETEA.

. AHanun3 TpeboBaHuiA.

. MocTpoeHne PyHKLMOHANBLHOW MOAeNV NPON3BOACTBA.

. F10CTpOoeHMe TEXHNYECKOI MoLenu.

AHann3 NHpopmMaumoHHbIX NOTOKOB B J/IBC npeanpuatms.

. OcHoBHble xapakTepuctukn OC Novell NetWare.

. OCHOBHble xapakTepuctkmn OC Unix n Linux.

. OCHOBHble xapakTepucTnkmu cemeinictea OC Windows 2000-2019.

10. Cnocobbl yrnpaBneHUs CeTbio.

11. Kputepum Bbli6Opa CETEBOV apXMUTEKTYpbI.

12. CoctaB cemelrictBa OC Windows Server 2019.

13. OcobeHHoCTK 1 0bnacTb NpumeHeHns OC Standard Edition, Enterprise Edition,
Datacenter Edition, Web Edition.

14. OCHOBHble KOMMOHEHTbI apxuTeKTypbl Windows Server 2019.

15. KOMMNOHEeHTbI pexxnma aapa v Nosb30BaTeIbCKOro pexxmma, Ux HasHavyeHue u
XapaKTepuUCcTUKK,

16. XapaKTepuCTUKN LpaliBepoB pexunmva agpa.

17. WDM-pgpaiiBepbl 1 UX XapaKTepUCTUKMN.

18. dyHKUMN CNyXObl KaTanoros;

19. Pabouwne rpynnbl ¥ JOMeHbl 1 UX Ha3HaYeHKe.

20. Cnyxoba kartanoros Active Directory v ee CTPYKTYpPHbIE KOMMOHEHTBI.

©Co~NoOTdwWN


http://moodle.rshu.ru/course/view.php?id=1139

21. MogroToBka K yctaHoBke Windows Server 2019.

22. MyHuMasnbHble annapaTHble TpeboBaHWA 1 annapaTHas COBMECTUMOCTb.
23. Bblbop pa3genos gucka v halinoBbiX CUCTEMBI.

24. Cnocobbl nnueHsnposaHusa Windows Server 20109.

25. Cnoco6bl yctaHoBKM Windows Server 2019.

26. ABTOoMatm3auns yctaHoskn Windows Server 2019.

27. OCHOBHble 3aia4yn 06CNyXXMBaHUA ANCKOB.

28. Xapaktepuctuka ainnosbix cuctem FAT n NTFS.

29. CtpykTypa NTFS.

30. Pa3peweHunsa NTFS.

31. XapakTepuctuka DFS.

32. XapakTtepuctuka cpegbl Microsoft Management Console (MMC).
33. Tunbl N Ha3HaYeHMe OCHACTOK.

34. ABTOPCKUIA 1 NONb30BATE/IbCKUIA PEXXUMBI.

35. Tunbl YYTEHHbIX 3aMnMCeN.

36. MnaHnpoBaHMe HOBbIX YUTEHHbIX 3aMunCcei NobL30BaTesNeil.
37. Co3paHme y4YeTHbIX 3anunceii Nonb3oBaTenein N 3MeHeHNEe CBOMCTB YUETHbIX 3anuncei
0/b30BaTenein.

38. AQMUHUCTPUPOBAHME YUETHbIX 3annceli Nonb30BaTene.
39. Peanusauus rpynn B joMeHe. BHeapeHue rpynn.

40. HazHayeHMe 1 NperMyLLEecTBa rpynnoBoi NONUTUKMN.

41. Tvinbl U CTPYKTYpa rpynnoBbIX MNOMNTUK.

42. lMpuMeHeHne rpynnoBoi NONTUKN.

43. ALMVHUCTPUpPOBaHMe rpynnoBbIX NOMUTUK.

44, CocTasnstoume 6e30MacHOCTH.

45. LLindpoBaHme ¢ NpMMEHEHNEM OTKPbITbIX KNHOYEiA.

46. CeKpeTHble KIHuN.

47. CepTUUKaTbI U CNYXXObl CepTUhMKaLUN.

48. ApXnTekTypa cnyx6 ceptugukauunn.

49. ObpaboTka 3anpoca cepTudukara.

50. CepTtugmkarsl LieHtpa ceptudukaumum(LiC).

51. YcTaHoBKa Cnyxo6 cepTumkauuu.

52. AODMUHUCTPUPOBAHUE CYXXO cepTUhnKaumnu.

53. TeXHOM0rnm OTKPbLITOrO K/koUa.

54. TexHonorusa Authenticode.

55. LUndpoBaHHas (haitnoBas cuctema.

56. MNMpoTokon IPSec. MonnUTUKM 1 KOMNOHEHTLI NpoToKoNa IPSec.
57. XapakTepuctuka npotokona Kerberos.

58. JToKanbHbIi MHTEPAKTUBHLIV BXOA B cMcTeMy ¢ nomouibio Kerberos.
59. MIHTepaKTVBHbI BXOA B JOMEH C nMomoLbio Kerberos.

60. Mopaep>kka OTKPLITOro Kntoya B Kerberos.

61. HacTpoiika cucteMbl 6e30MacHOCTY.

62. OcHacTka Security Configuration And Analysis.

63. OcHacTka Security Templates.

64. OcHacTka Group Policy.

65. Vicnonb3oBaHMe 1 NnaHMPOBaHMe NOIUTUKK ayanTa.

66. HacTpoiika nonMTuKK ayanta.

67. X)XypHanbl B Windows Server 2012 (2008).

68. YnpaBneHve xXypHaiaMmy ayanuTa u ux apxmeauus.

69. HazHaueHue ceTeBbIX NpoTokonax B Windows Server 2019.
70. MNopsagoK NpUBA3KK NMPOTOKO/IO0B.

71. O630p cTeka npoTokonos TCP/IP.



72. N\cnonb3oBaHMe aBTOMaTU4eckoi IP-agpecaumm.

73. Cnyx6a DHCP. YcTaHOBKa 1 HacTpoiika cnyx6bl DHCP.

74. Cnyx6a WINS. lMpouecc npeobpasoBaHnsa UMeH cnyxo6oin WINS.

75. Cnyxo6a DNS. YctaHoBKa U KOH(hMrypupoBaHue ciy>x6bl DNS 1 HacTpoiika KnmeHTa
DNS.

76. Bo3aMoXXHOCTHU cny»bbl RRAS.

77. CepBep VPN. Y ganeHHblin 4OCTyn NO TeNeOHHbIM IMHUSAM.

78. 3awnTa yganeHHoro foctyna. YnpasneHue yaaneHHbIM OCTYMOM.

79. MpoTtokonbl VPN.

80. ¥npaBneHne BMpTYyasbHbIMU YaCTHbIMU CETAMMU.

81. CpeacTBa ynpaBneHUs cny>6oii.

82. MOHUTOPUHT 1 ONTUMKU3ALUA NPON3BOANTENBHOCTM AUCKOB.

83. ¥Y1unuta Check Disk.

84. Cnyx6a SNMP. ¥YcTaHOBKa 1 HacTpolika cny>k6sl SNMP.

85. Ytunuta NetworkMonitor. Ontummnsaumsa nponssogutensHoct NetworkMonitor.
86. YTnnuta TaskManager.

87. XapakTtepuctuka Microsoft 11S 6.0.

88. dyHKumn 6eszonacHoctu B IS 6.0.

89. Cnyx6bl Telnet.

90. AZMUHUCTPUPOBaHME cepBepa IMLEH3NA.

OK3aMeH OLEHMBAeTCA MO YeTblpexbGan/bHOW LIKane: «OTAUYHO» /[  «XOpoLo» /
«Y[10BNETBOPUTENLHO» / «HEY/0BNETBOPUTENLHOY.

KpnTepumn oLeHMBaHUS:

YK-6, OlNMK-9

«OTNNYHO» - CTABUTCS CTYAEHTY, OTBET KOTOPOIO COAEPXKNT:

- rny6oKoe 3HaHWe NPOrpaMMHOro MaTepuana, a TakKe OCHOBHOMO COAEepXKaHWs W
HOBaLMI1 NEKLMOHHOIO Kypca, HO CPaBHEHWMIO C y4e6HOI MTepaTypoii;

- 3HaHMe KOHLEeNTyalbHO-NOHATMIAHOTO annapaTta BCero Kypca;

a TaK)Ke CBUAETENbCTBYET O CMOCOOHOCTH:

- CaMOCTOSITENIbHO KPUTUYECKU OLEHMBATL OCHOBHbIE MOMOXEHWS KypCa;

- yBA3bIBaTb TEOPUIO C NPAKTUKOIA.

OueHKa «OT/IMYHO» He CTaBUTCA B C/yyasX CMUCTEMATUUYECKUX MPOMYCKOB CTYAEHTOM
CEMMHAPCKMX W NEKLMOHHBIX 3aHATUI NO HEYBAXMTENbHbIM MPUYMHAM, a TakKXKe HenpaBW/bHbIX
OTBETOB Ha [JOMONIHNTENbHbIE BONPOCHI NPenoaaBaTens.

«X0poLWo» - CTaBUTCA CTYAEHTY, OTBET KOTOPOr0 CBUAETENLCTBYET O MONHOM 3HAHWM
mMaTepuana Mo Mporpamme, aTakXe COAEPXMUT B LieOM MNpaBW/bHOE, HO He BCErga TOYHOE
1 apryMeHTPOBaHHOE M3M10XKEeHMe MaTepuana.

OueHKa «XOpOLLO» He CTaBUTCA B Cy4asx MpOMyCKOB CTYAEHTOM CEMUHAPCKUX W
NEKUMOHHBIX 3aHATUIA N0 HeYBaXKMUTENbHbIM NMPUYMHAM,

«Y OBNETBOPUTENIbHO» - CTABUTCS CTYAEHTY, OTBET KOTOPOrO COAEPXKNT:

- MOBEPXHOCTHbIE 3HAHWS BaXKHEMLIMX pa3fenoB MNPOrpaMmbl U COAEPXKaHMS
NEKLMOHHOI0 Kypca;

- 3aTpyAHeHMs c CMO/b30BaHNEM Hay4HO-MOHATUIAHOIO annapata
1 TEPMUHONOTUN KYPCa;

- CTPEM/IEHNE JOTWMYECKM YETKO MOCTPOMTb OTBET, aTakke CBUAETENbCTBYET
0 BO3MOXHOCTU MOC/NeAYIOLLEr0 06yYeHUs.

«Heya0BNeTBOPUTENbHO» - CTaBUTCA CTYAEHTY, UMEOLLEMY CYLLECTBEHHbIE MPOGebI
B 3HaHMM OCHOBHOIO MaTepuana no nporpamMMme, aTakXe [AOMYyCTUBLUEMY MNPUHLMMNMANbHbIE
OLLMOKM MPKN U3N0XKEHUN MaTepuana



6.3. bannbHO-peiTUHIOBas cucTema OLEeHUBAHUSA

Tabnuua 5.
PacnpegeneHune 6ann108 no BugaMm y4e6Hoi paboThbl
Bup yuebHoi paboThl, 3a KOTOPYIO CTaBATCA 6anbl Bannbl
MocelleHme NeKLUNOHHBIX 3aHATUI 0-10
BbInonHeHWe nabopaTopHbIX paboT 0-20
[Jenosas urpa 0-20
Onpoc 0-20
IMpomexyTouHasn aTrectaums 0-30
nTOro 0-100
Tabnuua 6.
PacnpegeneHve LONOHUTENbHbIX 6ansoB
JononHnTenbHble 6anbl Bannbl
(6ansbl, KOTOpble MOTYT ObITb 406aB/eHbI 40 100)
Yuactne 8 HUPC 0-8
YyacTtune B Onumnuage 0-5
AKTUBHOCTb Ha Y4€eOHbIX 3aHATUAX 0-2
NTOro 0-15

MUHMMaNbHOe KOMMYeCTBO 6annoB AN [ONYyCKAa [0 NPOMEXYTOYHON aTTecTauum
cocTaBnseT 40 6ann0B NpU YCNOBMU BbIMONHEHNS BCEX BU0B TEKYLLETO KOHTPOSS.

Tabnuua 7.
BannbHas LKasna UTOroBOW OLIEHKU Ha 3K3ameHe
OueHka Bannbl
OTnnyHo 85-100
XopoLLo 65-84
Y [0BNETBOPUTENBHO 40-64
HeynoBneTsopnTensHO 0-39

7. MeToaMnyecKne peKkoMeHAauny Ans 06y4yaroLmnxcs No 0OCBOEHNIO ANCLUNINHBI

MeTofMyeckMe pPeKOMeHAALMM KO BCEM BMAAM ayfMTOPHbIX 3aHATUIA, a TaKke
METOAMYECKME PEKOMEHAALMM MO OpraHmM3auum caMoCTOATeNbHON paboTbl, B TOM 4ucae Mo
MOArOTOBKE K TEKyLEMY KOHTPOMK ¥ MPOMEXYTOYHOM aTTecTauumum npeacTaBneHbl B
MeToAMYeCKMX PEKOMEHAaUMM Ans 00yyatowmMxcs No OCBOEHWUIO AUCUMNAVHLI «BBeaeHue B
CeTeBOe aAMUHNCTPUPOBAHMEY.

8. YuebHO-MeTOANYECKOE N MH(OPMALNOHHOEe 0becrneyeHre AUCLUNINHDI
8.1. MepeyeHb OCHOBHOI N [OMNOMIHUTENIbHON Y4YeOHOW NTepaTypbl
OcCHOBHas nuTepatypa
1 TocteB, 1. M. OnepaunoHHble CUCTEMbI : YYeOHUK U NPaKTUKYM AN aKafeMWUYecKoro
bakanaspuarta / . M. F'octeB. — 2-e u3g., ucnp. v gon. — M. : M3patenscteo KOpaiT,
2017. — 164 c¢. — (Cepus : bakanaBp. AKafeMWYecKMin Kypc). Pexum p[octyna:
https://biblio-online.ru/book/F7F97BF8-838C-4FC2-B30C-
DBC7ACE34800/operacionnye-sistemy
Onndep H.A., Onudep B.I'., OnepaymoHHble cuctemsl, Mutep, 2010.,-804 c.
3. TeneKOMMyHMKaUWOHHbIE CUCTeMbl U ceTn [TekcT] : yyebHoe nocobue. T. 3.
MynbTucepsucHole cet / B. B. Bennuko [u gp.] ; pes. B. M. LWWysanos. - 2-e u3g.
cTepeotun. - Mocksa : I"opayvas nnHuA - Tenekom, 2017. - 592 c.

N


https://biblio-online.ru/book/F7F97BF8-838C-4FC2-B30C-DBC7ACE34800/operacionnye-sistemy
https://biblio-online.ru/book/F7F97BF8-838C-4FC2-B30C-DBC7ACE34800/operacionnye-sistemy

4. Eropos H.A., KpyneHuHa H.B.. OnepauunoHHble cuctemsl, Mpaktukym. CMTYBK, 2007,
308 c.
JononHntenbHasa nuTepartypa

1 TocteB, . M. OnepaynoHHble CUCTEMbI : Y4eOHMK M npakTukym gns CMoO / L. M.
locteB. — 2-e m3d., ucnp. n gon. — M. : W3patenbctBo HOpait, 2017. — 164 ¢. —
(Cepua : TlpoteccuoHanbHoe o6pa3oBaHMe). Pexum poctyna:  https://biblio-
online.ru/book/FB62A775-EB2C-4655-8D52-CC5021E8AB15/operacionnye-sistemy

8.2. TllepeyeHb  pecypcoB  MH(POPMaLUOHHO-TENEKOMMYHUKALMOHHON  CETU
"MHTepHeT"
1 https://education.microsoft.com/ru-ru/resource/6aa4d126

8.3. MepeyeHb NporpaMmMHOro obecrnevyeHuns

1) OnepaunoHHas  cuctema  MicrosoftWindowsXpProf,  MicrosoftOffice 2007,
MicrosoftWindows 8

2) Kacnepckuii aHTuBMpYC

3) [MMporpamma pacno3HaBaHusA Tekcta ABBY YFineReader 9

4) Tporpamma Ana cosfgaHus npeseHtauuii Power Point

8.4. MepeyeHb MHHOPMALNOHHbBIX CMPaBOYHbIX CUCTEM

1) CINC KoHcynbTaHT Mntoc;

2) DNeKTPOHHO-6M61MoTeYHas cucteMa MmgpoMeteoOHnalH - http://elib.rshu.ru/
3) 3nekTpoHHO-6MBMoTeYHas cuctema ZNANIUM.COM - http://znanium.com/
4) 3neKTpoHHOe u3aatenscTo KOPAWT - https:/biblio-online.ru/

5) HayuoHanbHas anekTpoHHas 6ubnunoTeka - bl”://H36.pdh/

6) 3neKTpoHHO-6MBIMoTeUHas cuctema JTAHD - https://e.lanbook.com/

8.5. MNepeyeHb NpoheccnoHanbHbIX 6a3 faHHbIX
1 DneKTpoHHO-6MbNMOTEYHas cucTema elibrary - http://elibrary.ru;

9. MaTtepunanbHO-TeXHNYECKOe obecneyeHre AUCLUNNUHDI

MaTepuanbHO-TeXHMYeCKOe obecrneyeHne MporpaMMbl COOTBETCTBYET [ENCTBYHOLLUM
CaHWTAPHO-TEXHUYECKUM 1 NPOTMBOMOXAPHLIM MpaBunamM U HopMam U obecneymsaet
npoBeAeHMe BCEX BUOB NEKUMOHHbIX, NPaKTUYECKMUX 3aHATUIA M CaMOCTOATeNbHOW paboTbl
bakanaBpos.

YuebHbIi  npouecc  obecrieyeH — ayauUTOPUSMK,  KOMMIEKTOM  JIMLEH3MOHHOIO
nporpaMMHOro obecneyeHuns, LOCTYNOM K 31eKTPOHHO-6MBIMOTEYHBIM CUCTEMAM.

YuebHas ayautopus Ans NPOBeAEHUS 3aHATUIA NEKLMOHHOI0 TUNa - YKOMMIeKTOBaHa
cneunann3MpoBaHHON  Mebenbto  (YYeHU4Yeckme CTOMbl, CTy/bsA), [OCKOW  MenoBo,
KOMMbIOTEPOM C [LOCTYNOM B CeTb WHTEpHET, MynbTUMeLMa MPOEKTOPOM, ayAnOKOSIOHKaMU,
y4YebHO-Harna4HbIMM NOCO6UAMMN.

YuebHas ayautopus 4ns npoBeAeHUs 3aHATUI NPaKTUUYECKOro Tuna - YKOMMAeKToBaHa
CMeLnannm3npoBaHHOn Mebenblo  (YyYeHUYeckne  CTO/bl, CTYNbSi, KOMMbHOTEPHbIE CTO/bI),
KOMMNblOTEPHAA TEXHWKA C MNOAK/IOYEHMEM K WHMHOPMAaLMOHHO-KOMMYHUKALVOHHON CeTu
«HTepHeT» W [OCTYNOM B 3MIEKTPOHHYO  UH(OPMaLMOHHO-06pa3oBaTe/lbHy0  cpesy
06pa3oBaTe/ibHON opraHu3aLmm, KOMMYHUKaLMOHHOe 060pyfoBaHMe, obecneymBatoLLee 4OCTYN
K CEeTU MHTEepHeT (NPOBOAHOE COeAUHEHME 1 BGeCrnpoBOAHOE CoeanHeHNe no TexHonorum Wi-Fi),
[JOCKOW  MefioBOi, MynbTMMeAMa MNPOEKTOPOM,  ayAMOKO/IOHKaMK,  Y4YeBHO-HarnsagHbIMM
nocobmsMu, NPorpaMMHbIM 0b6ecrneveHneMm.


https://biblio-
https://education.microsoft.com/ru-ru/resource/6aa4d126
http://elib.rshu.ru/
http://znanium.com/
https://biblio-online.ru/
https://%d0%a0%d0%85%d0%a1%d0%8c%d0%a0%c2%b1.%d0%a1%d0%82%d0%a1%e2%80%9e/
https://e.lanbook.com/
http://elibrary.ru

YuyebHaa ayauTopusi AN TPYNMNOBbIX W MHAMBUAYa/bHbIX  KOHCYNbTauuWii-
YKOMMIEKTOBaHA CreLmann3npoBaHHoOi Mebenbto (YYEeHMYECKMe  CTOMbl, CTYnbs), AOCKOW
MENOBOW, KOMMbIOTEPOM C [AOCTYNOM B CeTb VIHTEpHET, MynbTMMeAMa MPOEKTOPOM,
ayANOKOMIOHKaMK, Y4ebHO-HarnsigHb6IMM NOCoBmsmMu.

YuyebHaa ayautopus And  TeKYLWEro KOHTPOAs W MNPOMEXYTOYHOW aTTecTauum-
YKOMMIEKTOBaHA Creumann3npoBaHHoOi Mebenbto (YYEeHMYECKMe  CTOMbl, CTYnbs), AOCKON
MENOBOW, KOMMbIOTEPOM C [JOCTYNOM B CeTb VIHTEpHET, My/nbTMMeAaua MpPOEeKTOPOM,
ayANOKONI0OHKaMK, Y4ebHO-HarnsiagHb6IMM NOCobMsmMM.

MomelleHe AN CamMOCTOATENbHOW pPaboTbl YKOMMIEKTOBAHO CreLManmM3npoBaHHON
mMebenblo (YYeHWYecKne CTOMbl, CTYNbS, KOMMbKOTEPHbIE CTOMbI), KOMMbHOTEPHAsA TEXHMKA C
NOAK/IOYEHNEM K WH(POPMaLUOHHO-KOMMYHUKALMOHHON CeTU «VIHTEpHEeT» W AO0CTYNOM B
3NEKTPOHHYI0 MH(OPMaLMOHHO-00pa3oBaTeNbHY0 Cpeay 006pa3oBaTesibHOM  OpraHm3auuu,
KOMMYHMKaLMOHHOe obopyAoBaHMe, obecrneynBatollee AOCTYN K CETU WHTepHEeT (MPOBOAHOe
coeauHeHne un 6ecrnpoBOAHOe coeAuHeHWe no TexHonorun Wi-Fi), [QOCKOW MenoBoi,
My/bTMeAna NPOEKTOPOM, ayANOKOIOHKaMK, y4ebHO-HarnsaAHbIMN NOCOBUAMK, NPOrPaMMHbIM
obecneyeHnem.

10. OC06eHHOCTM OCBOEHMUS AUCUUMNANHBI AN UHBANWUAOB U WL, C OTPaHUYEHHBIMU
BO3MOXXHOCTAMMW 340POBbS

O6yuyeHne obyvaroWMXCd C  OrpaHUYEHHbIMW  BO3MOXHOCTAMW  3[0POBbS  MNpW
HeoOXO0AMMOCTM  OCYLLEeCTBNAETCA Ha OCHOBe ajanTMpOBaHHOW paboyeid mnporpammbl  C
MCMONb30BaHWEM  CMeuuanbHbIX  METOAO0B  06y4YeHMs UM AUAAKTUYECKMX — MaTepuasnos,
COCTaBMIEHHbIX C YYeTOM OCOOEHHOCTEN MNCUXO(M3NYECKOr0 pPasBUTUS, WHAUBULYAbHBIX
BO3MOXHOCTEN N COCTOAHMSA 3L0POBbS TakMX 0byuvaroLmxcs (0byyaroLerocs).

Mpu onpegeneHun  (Gopmbl  NPOBeAEHUS 3aHATMI € 00y4aroLUMCH-UHBAINLOM
YUMTHIBAKOTCA PEKOMEHAALMN, COLepXKalinecs B WHAMBWUAYa/IbHOW nporpamme peabunmTaumm
MHBaNNAA, OTHOCUTE/IbHO PEKOMEHAOBAHHbIX YCNOBUIA 1 BUAOB Tpyaa.

Mpun HeO6XOAMMOCTM A8 06YHAIOLWMXCH U3 YMCNA MHBAIMAOB U ML, C OFPaHNYeHHbIMY
BO3MOXHOCTSIMW 3[0POBbS CO34al0TCS CneuuanbHble paboyne MecTa € yUYeTOM HapyLUeHHbIX
(DYHKUWA 1 OrpaHNYEHWNIA XXN3HEAEeATENbHOCTH.

11. BO3MOXHOCTb MNPUMEHEHUSA 3/1EKTPOHHOr0 06YyYeHUs U [AUCTAHLUOHHbIX
o6pa3oBaTebHbIX TEXHONOT WA

[OucunnnmHa MOXET peann3oBbiBATbCA C MNPUMEHEHMEM 3/IEKTPOHHOTO 00y4YeHus U
ANCTaHUMOHHBIX 06pa3oBaTe/ibHbIX TEXHO/OM Ui



