MUWHNCTEPCTBO HayKW 1 BbICLLEro 06pa3oBaHus Poccuiickoii deaepauum
(heaepasibHoe rocy1apcTBEHHOE GIOMKETHOE 06pa30BaTe/IbHOE YUPEXAEHNE

. . BbICLLUEro 06Qa303aHMﬂ .
POCCNCKNIN TOCYAAPCTBEHHbBIN TMAPOMETEOPOJ/10I MYECKINIA
YHUUBEPCUTET

punnan ®Ire0yY BO «PIMTMY» B 1. Tyance

Kadeapa «9KOHOMUKM 1 YNpaBieHNs Ha NpeanpuaTAn NPUPOAONO/b30BaHUS»
Pabouas nporpaMma ANCLUUMNINHbI

NMH®POPMALIMOHHAA BE3OINMACHOCTb B MHTEPHETE

OcHoBHa# I'IpOCbECCI/IOHafIbHaﬂ 06pa303aTeanaﬂ nporpaMmmMma
BbICLLETO 06pa3OBaHI/IFI nporpamMmmsl 6aKanaBp|/|aTa Mno HarnpaB/1EHNIO MOATOTOBKU

09.03.03 «IMpuknagHasa nHpopmaTnKa»
HanpaBneHHOCTb (NPOnb):
MpuknagHble NHHOPMALMOHHbIE CUCTEMbI U TEXHOTOTUN
YpoBeHb:

bakanaBpuat

dopma 06yyeHns
O4Has/3a04Has

CornacosaH”
PykoBogutens OIOI
«lMpuknagHaa nHpopMaTnKa»

Mwm Malibopoga E.B.

ABTOpbI-pa3paboTUnKN:

CadoHoBa T.B.

Tyance 2023



PaccmoTpeHa u pekoMeHIOBaHA K MCIOJIb30BAaHMIO B yueOHOM mpouecce Ha 2023/2024
y4eOHbIi rog 6e3 u3MeHeHmit ™
poroxon 3acenanus kadgeapolr Ne9 ot 14 urons 2023 r

PaccmoTpeHO W pEKOMEHIOBAaHO K HCIOJB30BAaHMIO B yueOHOM Tmporecce Ha
/ yueOHBIH rofl ¢ U3MEHEHHUIMH (CM. JIUCT U3MEHEeHH)* *
IIpotokon 3acenanust kadenpol or . .20 Ne




1. Mean 1 3axa4u OCBOEHM S M CIMILIHHBI
Hens aucUMNIMHBI — HM3YYE€HHE CTYACHTAMH OCHOBHBIX Yrpo3 O€30MacHOCTH CeTH
HnTepHer, MeTonoB obecrnedeHnss HHPOPMAIIMOHHONH 0e30MacHOCTH, MPHOOpPETEeHHe HABBIKOB
NPUMEHEHUSI CPEACTB 3alUThI HUH(POPMALIH
OCHOBHBIE 33124 JTUCIUIIIIHBI
— U3Y4YUTh yrPpo3bl HHYOPMAITMOHHON 0€30MacHOCTH.
— O3HAaKOMHTCSI C OCHOBHBIMH MeTOlaMHU oOecredeHuss HH(POPMAIIOHHON
0e30macHOCTH.
— M3YYHTh TEXHOJIOTHUH obecreueHus: HHPOPMAIMOHHON 0e30MaCHOCTH B JIOKAJTbHBIX
U pacrpeneIeHHBIX CETSIX.
— OBJIQJIETh MPOrPAMMHBIM O0ECTIEYCHUEM TSI 3AIUThI HH(OPMALHHL.
— O3HAKOMHTCS C COBPEMEHHBIMU MHCTPYMEHTaMH 3aluThl HHpOopMauuu B Poccun u
B MHUpE
To ectp, 3amayaMu [OUCLUIUIMHBI SIBJIIETCS HW3yY€HHE MOHATUHHOIO armapara
IVCLUIUINHBL, OCHOBHBIX TEOPETHYECKHX IOJIOKEHHH W MeTOnoB, (OpMHpOBaHHE YMEHHUH U
NPUBUTHE HABBIKOB TNPUMEHEHUS] TEOPETUYECKHX 3HAHUH ISl PELICHHs MPAKTHYECKHX U
NPUKJIATHBIX 3a1a4.

2. MecTt0 AUCHUILIMHBI B  CTPYKTYpe OCHOBHOH  MNpo(hecCHOHATbHOMI
o0pa3oBaTeIbHON NMPOrpaMMblI

Hucummumba  «MHpopMannoHHass 0e30MacHOCT B WHTEPHETE»  OTHOCUTCA K
IVCLUIUIMHAM MO BbIOOpY. M3ydeHne muCHUIUTMHBI TpeOyeT BXOMHBIX KOMIETEHLUH, 3HAHUM,
YMEHHUI U HABBIKOB, IPEAYCMOTPEHHBIX CIEAYIOIUMH KypPCaMHU:

— HHpopMamoHHbIE TEXHOIOTHH U TPOrPAMMHUPOBAHNE
— OnepaunoHHBIE U TEIEKOMMYHUKALIMOHHBIE CHCTEMBbI
— OnepaunoHHBIE U TEIEKOMMYHUKALIMOHHBIE CHCTEMBbI

[Mapamnensro ¢ gucummmuoil  «MH(OpManmonHass 0e30macHOCTb B HMHTEPHETE)

n3ydaercsi IUCUUILUINHA «PacnpeneneHHble BBMUCICHUS U MPUIOXKEHUs», «MoaenupoBanue u

cTaTucTU4eckas o0padoTKa SKCIIEPUMEHTAIbHBIX JaHHBIX )

3. llepeyeHb MIAHUPYEMbIX Pe3yJabTATOB 00y4eHHs
IIpouecc n3yueHHss AUCLUIUIMHBI HampasieH Ha Qopmuposanue komnereHuun 11K-5;

IIK-6
Tabmuua 1
IIpodeccronanbHbIe KOMIIETEHIIUN
Koa u nHanmeHnoBanune Koa u HaumeHoBaHue unaukaropa | PesyabraTel 00yyenus
npodeccHOHANBHOH AOoCTHReHHus npodecCHOHATBLHOH
KOMIETEHIIHH KOMIETEHIHH
IK-5. Cnocoben [IK-5.1. IlpumMeHsATs CTAaHOAPTHI 3HaTh: CTaHIAPTHI
pa3pabéarbiBaTh odopMIIeHHSs TEXHUUECKUX 3aMaHUN | OQOPMICHHS — TEXHHYECCKHX
TeXHHYECKOoe 3aJaHHe HA [IK-5.2. PaspabatsiBaTh 1 3aaHHH;
OCHOBE BBLISIBJICHHBIX H OTIHMCHIBATH MIOPSIOK paboT 1o NOPSIIOK PaboT MO CO3AAHUIO
COTJIACOBAHHBIX TPeOOBAHHH | CO30AHMIO U CAAYE CUCTEMBI H CauC CUCTCMBI
K CHCTEMeE H NMOACHCTEME TIK-5.3. IlpencTaisate U 3amUIIaTh YMmeTb: NpeACTaBIATh U
TEXHHUYIECKOTO 33JaHus Ha CUCTEMY 3aluIIaTe TCXHHICCKOC
1IK-5.4. OnuceiBatk 0OBEKT, 3aAaHUC HA CUCTCMY,
aBTOMATH3UPYEMOU CUCTEMOM, ONMCEIBATR ofuue
o0mmux TpebOoBaHUI K CHCTEME TPEOOBAHHS K CHCTEME!
Bnanerts:
METOA0JOTHEN NPOBEPKHU
KayecTBa  paspaboTaHHBIX
TpeOOBAHUI K CHCTEME W




[IOJICHCTEME,

HABBIKAMU Pa3padoTKU
TEXHHYECKOTO 331aHUS Ha

ITK-6. Cniocoden BHIABIATH
PHCKH HA OCHOBE
NMPOBEIEHHOI0 AHAJIH3A
TPeOoOBaAHHH K CHCTEME

CHCTEMY
IIK-6.1 IlpoBepsaTh kauecTBO 3HaTh: METOBI OOCCIICUCHHUS
pa3paboTaHHBIX TPeOOBAHUH K uH(POPMAITHOHHOH
CHCTEME U MoJICHCTEME 0e30MacHOCTH

[IK-6.2 Anann3upoBaTh BO3MOKHBIS
MO3UTHBHBIE U HETATHUBHBIE COOBITHS,
MOCTIEICTBHS K OOCTOSITENIbCTBA
TIK-6.3 IlpumeHsITE OCHOBBI TEOPUU
VIIPaBJIEHUS] PUCKAMHU

VYMeTh: aHAIU3UPOBATD
BO3MO)KHbIE [TO3UTHBHbIE
U HETraTUBHBIE COOBITHS,
MOCJECTBUS U
00CTOSATENBCTBA

Bnanets: ocHOBaMH TEOpUH
YIOPaBICHUS PUCKAMU

4, CTpyKTYypa H coaep:KaHUe THCUUIINHBI
OO0beM IUCIUIIINHBI COCTABIISIET 8 3aUETHBIX €AUHULL, 288 aKkageMHUEeCKUX Yaca.

Tabnuua 2
O0BbeM AUCIUIUIHHBL TT0 BHIAM YICOHBIX 3aHATHH B aKaICMUYCCKHUX 4acax
O0Bbém auCcUUIIMHBI ouyHasi popma | 3a0uHas popma
o0yyeHHUs o0y4eHHUs
O0beM THCUHTLTHHBI 288 288
KonrakTtHas padora o0yyaromuxcst c 112 26
npenoaasaresemM (Mo BHIAM AaYAHTOPHBIX Y4eOHbIX
3aHSITHI) — BCEro:
B TOM YHUCJIE: - -
JICKLINA 56 12
NPAKTUYECKUE 3aHITUS 56 14
CamocrositesibHas padora (najnee — CPC) — Bcero: 176 262
Bua npoMexXyTOYHOM aTTEeCTALIMH 3a4ueT/IK3aMeH IK3aMeH
4.2. CTpyxTypa AHCIHITHHBI
Tabmmma 3
CTpyKTypa AMCLUUILTHHBI 17151 OYHON (hOPMBI OOy UEHHUSs
Ne | Tema Cem | Bugel yueGHoii paGotel, | @opmbl ®opmn | Unguxartop
AHCHHIIJIHHBI €CTp B T.U. CAMOCTOATEJIbHASA TEKYLIEro pPyYeMbIC bl
paboTa CTyAEHTOB, 4acC. | KOHTPOJISt KOMIIET | JOCTHKEHHS
yCneBaeMoCT | €HUHHH | KOMIETEHLH
ackuu | opaktud | CPC | m i
% CCKHE
1 JloxanbpHBIE T 7 1 2 22 Koncnexrupos | I1K-5 I1IK-5.4
IJI00ATBHEIE CETH aHue I1K-6 IK-6.1
Pedepar
(npeseHTarus)
IIpaxTuaeckas
paborta
2 Teopermueckue 7 1 2 22 Koncnexrupos | I1K-5 IIK-5.1
OCHOBBI a"ue I1K-6 IK-6.2
UHGPOPMALTHOHHOH Pegepar
0e30MacHOCTH (npezeHTarus)
IIpakTiaeckas
pabota




3 VYrposst 7 2 4 22 Koncnexrupos | I1K-5 IIK-5.3
UHGPOPMALTHOHHOH aHue I1IK-6 I1IK-6.2
0C30MACHOCTH B Pegepar
cetu MutepueT (npezeHTarus)

IIpakTiaeckas
pabota

4 OcHOBBI 7 2 4 22 Koncnexrupos | I1K-5 IIK-5.3
Kkpunrorpahun aHue I1IK-6 I1IK-6.3

Pedepar
(npeseHTarus)
IIpakTiueckas
paborta

5 MeTtoas! n 8 2 4 22 Koncnextupos | I1K-5 IIK-5.2
abCTpaKTHBIC aHue I1K-6 IK-6.1
MOJIC/IH 3AIUThHI Pedepar
nHbopMaIuu (npesenrarus)

IIpaxTiaeckas
paborta

6 3ammura 8 2 4 22 Koncnexrupos | T1K-5 TIK-5.2
nHdopmanun B IP- aHue IIK-6 I1IK-6.2
CeTIX Pegepar

(npeseHTarus)
IIpaxTuueckas
pabota

7 Knaccruueckne n 8 2 4 22 Koncnexrupos | I1K-5 I1IK-5.4
HOBBIE MPOTOKOJIBI aHue IIK-6 I1IK-6.1
BCPXHHX VPOBHEH Pegepar
Jutst paboThI € (npezeHTarus)

MYJIbTHME AUHHBIM [paxrryeckas
tpadrxom B cetn pabota
HaTepreT

8 AHanus u 8 2 4 22 Koncnexrupos | I1K-5 IIK-5.1
YIIPAaBICHUE aHue I1IK-6 I1IK-6.3
puckamu B cepe Pedepar
HHGPOPMALTHOHHOH (npesenrarus)
0e30MacHOCTH [paxrryeckas

paborta
Hroropsrii
TECT
Hroro - 14 28 176
Tabmnmma 3.1
CTpyKTypa AMCLUHUIUTHHBI IS 3a09HOM (hopMbl 00yUeHMs
Ne | Tema Kypc | Buab1 yueoHoii pa6otel, B | ®opmbl ®opmn | Unguxartop
AUCUHILTHHBI T.4. CAMOCTOSITE/IbHAS TEKYILEero pyeMbie | bl
pabora cTyAeHTOB, yac. KOHTPOJIA KOMIET | JOCTHIKEHHUS
yCHEBAEMOCT | €HUHH | KOMIIETEHLH
aekuu | mpakrtuy | CPC u i
% CCKHUe
1 JlokaneHbIC T 5 1 1 33 Koncnexrupo | IIK-5 IK-54
rI00AIBHBIC CETH BaHHC I1K-6 IK-6.1
Pedepar
(npeseHTarus)
IIpaxTiueckas
paborta




Teopermueckue 2 1 33 Koncnexrupo | I1K-5 IIK-5.1
OCHOBBI BaHUE I1K-6 IK-6.2
UHGPOPMALTHOHHOH Pegepar
0e30MacHOCTH (npezeHTarus)

IIpaxTiaeckas

pabora
VYrposst 1 1 33 Koncnexrupo | I1K-5 IIK-5.3
MH(OPMAITHOHHOM BAHHC T1K-6 IK-6.2
0C30MaCHOCTH B Pegepar
cetu MuTepueT (npezeHTarus)

IIpaxTuaeckas

paborta
OcHOBBI 3 4 33 Koncnexrupo | I1K-5 IIK-5.3
kpunrorpadun BAHHC I1K-6 I1K-6.3

Pedepar

(npeseHTarus)

IIpaxTiaeckas

pabora
MeTtoas! 1 2 1 33 Koncnexrupo | IIK-5 TIK-5.2
abCTpaKTHBIC BAHHC I1K-6 IK-6.1
MOJCJIH 3aI0HUThI Pegepar
vHpOPMAITUH (npeseHTarus)

IIpaxTuaeckas

pabora
3ammura 1 2 33 Koucnextupo | I1K-5 [IK-5.2
uHdopmanun B IP- BaHHE IIK-6 I1IK-6.2
CeTIX Pegepar

(npeseHTarus)

IIpakTiueckas

pabota
Knaccruueckne n 1 2 32 Koncnexrupo | I1K-5 I1IK-5.4
HOBBIE MPOTOKOJIBI BaHUE I1K-6 IK-6.1
BCPXHHX VPOBHEH Pegepar
Jutst paboThI C (npeseHTarus)
MYJIbTHMCAUHHBIM [Mpakraueckas
tpadrxom B cetn pabota
Huareprer
AHanus u 1 2 32 Koncnexrupo | I1K-5 IIK-5.1
VIIPaBJICHUE BaHUE I1K-6 I1K-6.3
puckamu B cepe Pedepar
MH(OPMAILHOHHOM (npezeHTarus)
0e30MacHOCTH [paxrryeckas

pabota

Hroropwrii

TECT
Hroro 12 14 262

4.3. Coaep:kaHue pa3aeoB AHCUHILTUHBI

Pa3pea 1. JlokanbHbIE U 1J100aJIbHBIE CETH

— IIpuMeHeHne KOMIBIOTEPHBIX CETEH,

— CereBoe 00OpyIOBaHUE U MPOTPAMMHOE OOECTIEUeHUE;
— DTaNlOHHbIE MOJEIIH,

2




— Ilpumeps! cerei,
— CrangapTusanus ceTel;

Pa3nen 2. TeopeTnueckue 0CHOBbI HH(POPMALITHOHHOMH 0€30MIACHOCTH

— OO0mmast cxema npotecca odecriedueHnst 0€30MacHOCTH,

— Mnentudukanys, ayreHTUQUKALKS, YIPABICHHE TOCTYIIOM,

— 3aImuTa OT HECAaHKLIMOHUPOBAHHOTO IOCTYIIA;

— Mogesu 6e30macHOCTH;

— Ilpouecc mocTpoeHUsT U OLEHKH CHUCTeMbl oOecriedeHuss OesomacHoctu. CTaHmapt
ISO/IEC 15408.

Pa3nen 3. Yrpo3sl unopmanuonHoii 6e3onacuHoctu B cetu UnrepHer

— Knaccudukauus yrpos 6e30macHoCTH;

— MHTepnperanns yrpo3bl aTaky,

— IloHsATHE HAZEKHOCTH OE30MACHOCTH, MApaMETPhl U XapaKTEPUCTUKU OE30MaCHOCTH;
— Knaccugukanus yrpo3 ysi3BUMOCTEH U YPOBHEH 3aIIUTHI (3AIIUIIEHHOCTH);

— OOBeKThI 3aHUTH U OOBEKTHI MOICITPOBAHNS,

Pa3ngen 4. OcHoBbl KpunTOrpadpuu

— OCHOBHBI€ TTOHSITHS,

— Hcropuueckue mudpsr;

— CummerpudHble UQPHL,

— Ynpasienue KpuntorpapuuaecKUMH KIFOYaMH Uil CAMMETPHYHBIX IIH(POB;
— AcUMMeTpUYHbIE ITHU(PHL;

— Xem-(pyHKUUY,;

— UHppactpykTypa oTKphIThIX Kitouel. [{udpossie cepTudukarst,

Pa3gen S. MeTtoab! u a0CTpaKTHBIE MO/ eJIH 3aIUUTHI HH(pOpManuu

— AOCTpakTHbIE MOZENU KOHTPOJS OOCTyIMa K 3alUINEHHBIM peXuMaM 00paboTKu
uHpOopMaLuy,

— Mopnenun W MeTonbl pOJIEBOTO W CECCHOHHOTO KOHTPOJIA JocTyma. Bompocer
ueHTU(GUKaNK posielt U CECCHl;

— 3a71auu OCTPOCHUS CHCTEMBI 3aIIUThI HHPOPMALINY;

— ANbTepHATHUBHBIE METOJIbI 3ALTUTHI HH(POPMALINY;

Pa3aen 6. 3amura nngopmannuu B IP-cersix

— IIpoTokon 3ammuTsl 3nekTpoHHOoN noutsl S/MIME;
— Ilporokonsr SSL u TLS;

— IIporoxonsl [PSec u pacnpeneneHue kiro4ei;

— MeskceTeBble 3KpaHblI,

Pa3zgen 7. Knaccuyeckue m HOBble NMPOTOKOJIbI BePXHHX YPOBHeH 1isi padoThbl ¢
MYyJbTHMEAUIHBIM Tpadgdpukom B ceTn UHTEepHET

— MyabTuMenuiHBIH TpaduK U ero KIacCu(puKarus,

— MHTepaKkTHBHBIE MOTOKOBbIE ayAUO U BUJI€0 MPUIIOKEHMUS,

— Knaccuueckue npoToKobl TPAHCIIOPTHOTO YPOBHS,

— YmpasiieHne NOTOKOM U neperpyskamu B nporokose TCP;

Pazgen 8. Ananu3 wu ynpabjieHHe pHcKaMH B c(epe HHPOpMAILHOHHOH
0e30nacHOCTH

— Beenenne B npoOiemy;

— Ynpasienue puckamu. Mozenb 0€30MacHOCTH C MOJIHBIM NEPEKPBITHEM;

— Ympasnenue uadpopmarronHoit 6esonacHoctero. Cranmaptel ISO/IEC 17799.27002 u



27001;

— MeTonuKH MOCTPOSHHSI CUCTEM 3aIIUThI HHPOPMaLUY,

— MeTtoauku 1 NpOrpaMMHBIE TPOAYKTHI [JIs1 OLIEHKH PUCKOB;

— Bribop mpoekTa cuctembl obecrnieueHus: uHGopMmanroHHoi Oe3onacHocTu. Urposas
MOAECJIb KOH(l)J'II/IKTa «BalllUTHUK-HAPYILIUTECIIb»

4.4. ConepkaHue 3aHSITHH CEMHHAPCKOro THNA

Tabnuua 4
CopneprkaHue MPaKTUYECKUX 3aHATHH A1 O4HOH (popmbl 0OyueHus

Ne rembl | TemaTHka npakTHYECKHX 3aHATHIH Bcero uacos

AHCIHILT

HHBI

1 Pabora ¢ cereBbIMH yTHIIUTAMU 2
Pabora ¢ ananuszaropom npotokosioB wireshark

2 Ynpaenenue moctynom Kk ¢aiisam va NTFS 2
BrisBnenue ysizBuMocTeit ¢ momornbio Microsoft Baseline Security
Analyzer

3 Hcnons3oBanne ckanepoB 6€30MMacHOCTH AJIs TIOJTy YeHHS 4
UH(POPMALIMH O XOCTaX B CETH
Bcerpoennsiii mexceteBoi dxkpad Windows Server

4 Iudps! 3amensl. [ToToKOBBIE HTH(PEI 4

5 Hcnosp3oBanue HUPPOBBIX CEPTUPHUKATOB 4
Cosnanue nientpa ceprudukanyy B Windows Server

6 IMMudposanrie JaHHBIX MPU XPAHEHUH 4
HacTtpotika nporokosia [IPSec B Windows Server

7 Hcrnons3osanue Microsoft Security Assessment Tool 4
MartpuuHsIi IOAXO K aHAJIN3Y PUCKOB

8 PaspaboTtka nmonutuku HHPOPMAIHOHHOW 0€30MaCHOCTH 4
OpraHU3aLHH
Awnanus puckos Ha ocHoge 110 «Puck [letekTop»

Tabmuua 4.1
CopeprkaHne MPaKTHYECKUX 3aHATHH IS 3209HOH popmbl 0OyueHust

Ne rembl | TemaTHka npakTHYECKHX 3aHATHIH Bcero uacos

AHCIHILT

HHBI

1 Pabora ¢ cereBbIMH yTHIIUTAMHU 1
Pabora ¢ ananuszaropom npotokosioB wireshark

2 Ynpaenenue noctynom Kk ¢aiistam va NTFS 1
BrisiBnienue ysizBuMocTeit ¢ momoriinbio Microsoft Baseline Security
Analyzer

3 Hcnons3oBanne ckanepoB 6€301MacHOCTH IS TIOJTY YeHHS 1
UH(POPMALIMH O XOCTaX B CETH
Bcrpoennsiii mexceteBoii d3xkpad Windows Server

4 Iudps! 3amensl. [ToTokOBBIE HTH(PEI 4

5 Hcnosp3oBanue HUPPOBBIX CEPTUPHUKATOB 1
Cosnanue nientpa ceprudukanyy B Windows Server

6 IMMudposaHrie JaHHBIX MPU XPAHEHUH 2
HacTtpotika nporokosia [IPSec B Windows Server

7 Hcrnons3osanue Microsoft Security Assessment Tool 2
MartpuuHsiii IOAXOM K aHAJIN3Y PUCKOB

8 PaspaboTtka nmonutukyu HHGOPMAITHOHHON O0€30MaCHOCTH 2
OpraHU3aLHH




| Ananus puckos Ha ocrose 10 «Puck JleTextopy |

5. TIlepeuenn yuYeOHO-METOAHYECKOro o0ecmedyeHHs CAMOCTOATEIbLHOH PadOTHI
o0yuaroniuxcs Mo JHCHHILTHHE

MeTOI[I/ILIeCKI/Ie MaT€puajgbl 10 AJUCHUIIIMHE TMPEACTABICHBI B MeTOI[I/ILIeCKI/IX
peKOMeHaaLusix Ui OOydYaromMxcs MO OCBOSHHMIO auciuiuivHbl  «MHpopMarmoHHas
0€30MacHOCTh B UHTEPHETE .

6. OueHoYHbBIE CPeaCTBA ISl TEKYIIero KOHTPOJISI YCIIeBAeMOCTH H IPOMEKYTOUHOU
ATTECTALIMH 10 HTOTAM OCBOCHHUS JHCHUILIUHBI

VYyer yeneBacMOCTH 0OYVHAIOMIErocs Mo AUCLHUILINHE ocyiuecTisiercsa no 100-0ammpHON mkane.
MaxkcuMansHOE KOTHIECTBO OANIOB MO UCLIMILIHHE 3a oquH cemectp — 100:

- MAaKCUMATBHOC KOIMYICCTBO OALIOB 32 BBIMOIHCHUE BCEX BHAOB TEKYILETO KOHTPOIL -60;

- MAKCUMATBHOE KOIMYICCTBO OALIOB 3a MOCCIUCHHE JICKIMOHHBIX 3aHATHH - 10;

- MAaKCHMAJIBHOE KOJIHIECCTBO OAIOB 32 MPOXOXKIACHHUE MPOMEXKYTOUHOH aTtectanuu - 30;

- MAKCUMAJIPHOC KOJIUYCCTBO JOIMOJIHUTCIBHBIX 6ann013 -15

6.1. Texymuii KOHTPOJIb

Texymmii KOHTPOJb NPOBOAUTHCA B (OPME IOKJIANAa M BBITOJHEHHS MPAKTHYECKHX
pador.

Tunosble 3a1aHMs], METOIUKA BBINOJIHEHUS U KPUTEPUHU OLIEHUBAHUS TEKYIIETr0 KOHTPOJIS
0 pasfenaMm AUCLUIUIMHBL MpeactasieHbl B POHAE OLEHOYHBIX CPEACTB IO JaHHOHN
OUCLIUIUTNHE.

6.2. IlpomekyTOUHAS aTTECTALMS

®dopMa NpPOMeKYTOUYHOI ATTECTALMH MO JUCHHUIIHHE — 3a4eT/IK3aMeH.

dopma npoBeAeHHS IK3AMEHA: YCTHO M0 BONpPocam

IlepeueHnb BONMpocCoB 1151 NOATOTOBKH K 3a4eTy:

IIK-§, IIK-6

1) UYro Takoe napOpMAaIHS.

2) TocynapcTeeHHas TaitHa

3) Kommepueckas TaitHa

4) TIlepcoHayibHBIC TaHHBIC

5) TlonATHe aBTOMaTU3UPOBAaHHAS CUCTEMA

6) HWndpopmarmoHHast 6e30MaCHOCTh U €€ COCTaBJIAIOIINE

7) 3awmuta nHGOpMAINU

8) Meronsl obecrieueHust HHPOPMAITMOHHOH O€30MacHOCTH

9) Kuaccupukauus yrpos nHQOpMaIMOHHON 6€30MacHOCTH

10) Crpykrypa cHCTEMBI 3aIIUTBl OT YIrpo3 HapyIIEeHUs KOH(QUACHUHUAIbHOCTH
uHpopmauu

11) OpranuzanuoHHbIE MEPBI OOeCTIeYeHNsT HHPOPMALIMOHHOH 0€30MacHOCTH

12) Unentudukanus u ayreHTHGHUKALNSA

13) MeTtozae! XpaHeHus mapojen

14) JluckpennoHHasi MOZIEIb pa3rpaHIUuEHHsI JOCTyIa

15) ManpaTtHast MOZIeNb pa3TpaHUYSHHS JOCTYIIA

16) CuMMeTpUYHBIE KPUTTTOCHCTEMBI

17) AccumeTpHuHBIE KPUIITOCUCTEMBI

18) MesxcereBoe 3KpaHUPOBAHHE

19) Monens iso/osi

20)  Kiaccel MEKCETEBbIX 3KPaHOB

Hepeqeﬂb BOIIPOCOB AJI NOATOTOBKHU K 3K3aMEHY:



1)

AOCTpakTHBIE MOAENHU KOHTPOJISI OCTYIA K 3AIHUINEHHBIM pekrMaM 00paboTKH

uHpopmauu

2) Mogenn U MeTOABI POJEBOTO U CECCHOHHOTO KOHTPOJs AocTyma. Bompocsr
uneHTU(G KAy posielt u ceccuii

3) 3amaun NOCTPOSHUSI CUCTEMBI 3aLUThI UH(OPMAITUU

4) AJNBTepHATUBHBIE METO/IbI 3ALTUTHI HHQOPMALIH

5) Cuctembl 0OHapyKEHUST BTOPKEHHI

6) IIpoTrokonupoBanue u ayIuT

7) TpeboBaHust K peruCTPALIIOHHBIM JKypHAJIaM

8) [TpuHLIMTEI OOECTIEYeHUS LIETOCTHOCTH

9) Hudposas noanuch

10)  Xowm-pyHkums

11)  Metoas! pe3epBHOrO KOMUPOBAHUS HH(POPMALTIH

12)  MynsTuMenuitHbIi Tpaduk U ero kiaccuuranms;

13) HHTepakTUBHBIE NOTOKOBBIE AyTHO U BUAEO MPUIIOKEHHS],

14) Knaccuueckue npoTOKOIbl TPAHCIIOPTHOIO YPOBHS,

15) VYnpasneHue NOTOKOM U neperpy3kamu B npotokosue TCP;

16)  VYmpaenenue puckamu. Mozaenb 6€30MaCHOCTH C MOJIHBIM MEPEKPBITHEM

17) VYnpaeneane uHpopMmaunonHoi — OesomacHocTero.  Crammapter  ISO/IEC

17799.27002 u 27001

18)  MeToanKu MOCTPOEHUS CUCTEM 3aLIUThI HHPOPMALTUU
19)  MeToauku U NPOrpaMMHBIE TIPOIYKTHI IJIs1 OLEHKH PHUCKOB
20)  Buibop mpoekTa cuctemsl obecneueHust HHYOPMAILMOHHON 6€30IacHOCTH
21)  HUrpoast Mozenb KOH(PIHUKTA «3aIUTHUK-HAPYIIUTENb)
6.3. banabHO-peliTHHIOBasi CHCTEeMA OLIeHUBAHUSA
Tabmuua 5
Pacnipenenenne 6ayutoB o BupaM y4ueOHOH padoThI
Bua yueOHoil padoThl, 32 KOTOPYIO CTABSATCS HaJ1JIbI banasbl
Ilocemenue JeKIHOHHBIX 3aHSATUI 0-10
BeInongHeHne npaktiuueckux pador 0-35
Pedepar (mpesenranus) 0-10
Koncnekr 0-5
Hrorosslii Tect 0-10
IIpomexxyTouHas arrecrauus 0-30
nUTOoro 0-100
Tabnuua 6

PacnpeneneHI/Ie JOTIOJTHUTCIJIBHBIX OaioB

JononHUuTeIbHbIE 0A/IbI Banabi
(Oambl, KOTOpBIE MOTYT OBITH 0OaBEHBI 10 100)

Yyactue 8 HUPC 0-13
AKTHUBHOCTb Ha yUeOHBIX 3aHITHIX 0-2
nToro 0-15

MuHUMaNTpPHOE KOJNMYECTBO Oa/uloB IJIsl JOMyCKa OO IPOMEXKYTOYHOH arTecTanuu
coctasisieT 40 OaJUIOB PH YCIOBUH BBITIOJTHEHUS BCEX BUIOB TEKYIIErO KOHTPOJISL.

Tabmuma 7
BannbHas mkanga UTOrOBOM OLIEHKH HA 3a4eTe
Onenkxa Baml
3auTeHo 40-100




| Hezaureno [ 0-39

Tabmuma 8
BannsHas mkama MTOrOBOM ONICHKH HA SK3AMCHE
Ouenka Bajibi
OT1nuanHO 85-100
Xopomo 65-84
Y 10BACTBOPUTCIBHO 40-64
HeyaosnersopurenbsHo 0-39

7. MeToauueckne yKazaHus 1Jisl 00y4AIOUIUXCS 0 0CBOEHHIO TUCIHILIHHBI

Meroguyeckue pEeKOMEHAALMM KO BCEM BHAAM ayAUTOPHBIX 3aHATHM, a TaKXKe
METOAUYECKHEe PEKOMEHIAIMU [0 OPraHU3alud CaMOCTOSATEIbHOW pabOThI, B TOM YHCIE IO
MOATOTOBKE K TEKYIIEMYy KOHTPOJIFO M TMPOMEXKYTOUHOM AaTTECTallUd MPEIACTABJIEHbI B
Meronuyeckux  peKOMeHAanuu s OOydaromuxcsi 1O  OCBOSHHIO  JUCIUILIAHBI
«HUHpopmanroHHast 6€30MacHOCTb B HHTEPHETE.

8. YueOHO-MeToan4YecKkoe H HH(POPMALMOHHOE 0O0ecnedyeHHe JUCIHILIHHBI

8.1. IlepeueHb OCHOBHOI1 U 10NOJHUTEIbHOI y4eOHOH JUTepaTypbl

OcHoBHas JuTepaTypa

1) Hecrepor C.A. HndopmanmonHas 0Oe30MacHOCTb. y4eOHHUK U TMPAKTUKYM IS
akameMuieckoro Oakamaspuara. — M.: UsnarenscrBo FOpaiit, 2019.[Dnexkrponnsiii pecypc] -
Pexxum noctyma: https://biblio-online.ru/book/informacionnaya-bezopasnost-434171

2) 3aneunukoB C.B., Kazapun O.B. Kpunrorpaduueckre MeToas! 3amuThl HHPOPMALHH:
yue0. [Tocobue mist akamemuueckoro OakanaBpuara — M.: Msnarenscteo FOpaiit, 2019. -309c¢.
DnekTpoHHbIi pecypc. Pesxxum nocryna: https://biblio-online.ru/book/kriptograficheskie-metody-
zaschity-informacii-433133

JonoJHUTe/IbHAS JIUTEpATypPa

3) babenmko JIK., HMmykoa E.A. Kpunrorpadpuyeckas 3ammura HWHPOPMAIUH:
cummetpudHoe mudposanue. yued. Ilocobue mns By3oB — M. Usparenscreo HOpaiit, 2019, —
220 c. DnektpoHHbIit pecypc. Peskum goctyna: https://biblio-online.ru/book/kriptograficheskaya-
zaschita-informacii-simmetrichnoe-shifrovanie-437667

4) Jlocs A .b., Hectrepenko A 1O., PoxxkoB M. U.. Kpunrorpagudeckie METOIBI 3aIIUTHI
uHpopMaLMK AT U3YHAKOLIMX KOMIbIOTEPHYI0 O€30MacHOCTD.. Y4eOHHK I aKaIeMHUYECKOro
OakamaBpuata — M.: UznmarensctBo Opaiit, 2019 — 473 c. [DnexTpoHHBI pecypcl— Pexum
JOCTyTA; https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-
izuchayuschih-kompyuternuyu-bezopasnost-447581

8.2. IlepeyeHnb mporpaMmMHoOroe odecneyeHus

1. Oneparmonnast cucrema Windows XP, Microsoft Office 2007
2. IIporpaMmel 3eKTpOHHBIX Ta0muil Excel

3. TekcroBeiii penaktop Word

4. IIporpamma auist co3manus npeseHTanuii Power Point

5. Ilporpamma pacrio3Hasanus Tekcta FineReader

8.3. llepeyeHb HH(POPMALHOHHBIX CHPABOYHBIX CHCTEM
1. Koncynerant Ilmoc.

8.4. DnexTpoHHbIE GUOJIHOTEYHDbIE PEeCyPChI:

1. DnextponHo-OubmoTeuHas cucrema [ 'unpoMereoOwnnaiin- http://elib.rshu.ru/
2. Mudopmarnius 371eKTpOHHON OUOIHOTeUHOM crucTeMbl http://znanium.com/

3. DnexTtponubiii katanor oudmuoreku PITTMY http://lib.rshu.ru/jirbis2/index php?


https://biblio-online.ru/book/informacionnaya-bezopasnost-434171
https://biblio-online.ru/book/kriptograficheskie-metody-
https://biblio-online.ru/book/kriptograficheskaya-
https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581
https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581
http://elib.rshu.ru/
http://znanium.com/
http://lib.rshu.ru/jirbis2/index.php

option=com_irbis&view=irbis&Iltemid=108
4. WNspatenbctBo KOPAWT https://biblio-online.ru/

8.5. lNMepeyeHb NpodeccnoHasibHbIX 6a3 AaHHbIX

1 HayuyHas 3NEKTPOHHasA o6nbnuoreka eLIBRARY.RU
https://elibrary.ru/defaultx.asp

2. depepanbHas rocygapcTBeHHas WHMoOpMauMoHHas cuctema HauwnoHanbHas
aneKTpoHHasa 6ubnuoteka (HIB). https://rusneb.ru/

3. MynbTugucunnanHapHas pedepatuBHas W HayKoMeTpuyeckas 6asa [aHHbIX
S~pus komnaHuu Elsevier https://www.scopus.com/search/form.uri?display=basic#basic
4. MonutemaTnyeckas pedepaTuBHo-6ubnnorpagmMyeckas u HayKoMeTpuyeckas

(bubnuometpuyeckan) 6asa gaHHbix Web of Science komnauum Clarivate Analytics
http://apps.webofknowledge.com/WOS_GeneralSearch_input.do?product=WOS&search
_mode=GeneralSearch&SID=F4DWwm8nvkgneH3Gu7t&preferencesSaved=

9. MaTtepuasibHO-TeEXHNYECKOe 06ecneyeHne AMCUUNIIUHBI

MaTtepunanbHO-TEXHMYECKOe o06ecrneyeHne nporpamMmbl COOTBETCTBYET [elCTBYHOLUM
CaHUTAPHO-TEXHMYECKUM W NPOTMBOMOXApPHbIM MNpaBuMaaM W HopmaM K obecneymBaet
npoBefeHVe BCEX BUAOB NEKUMOHHbLIX, MPaKTUYECKMUX 3aHATUIA U CaMOCTOATENIbHOW paboTbl
6akanaBpos.

YuebHbIi  npouecc  obecneyeH  ayauUTOPUSMKW,  KOMMNAEKTOM  NIMLEH3MOHHOIO
NPOrpamMmMHOro obecrneyeHuns, 4OCTYNOM K 31eKTPOHHO-6MOINOTEUYHbIM CUCTEMAM.

Y4yebHas aygutopusa ANA NpoBefeHUs 3aHATUIN NPakTUYecKoro Tuna - YKOMM/IeKToBaHa
cneyunann3mpoBaHHOl Mebenbio (yYeHWYecKue  CTOMbl, CTYNbSl, KOMMbIOTEPHbIE CTONbI),
KOMMbIOTEPHAA TeXHMKA C MNOAKIOYEHNEM K WHGPOPMALUOHHO-KOMMYHUKALUOHHOW CceTu
«/HTepHeT» W [OCTYNOM B 3/IEKTPOHHYIO  MH(POPMaLUOHHO-06pa3oBaTe/lbHY0  cpedy
06pa3oBaTeNbHON OpraHM3aLnn, KOMMYHUKaLMOHHOe 060pyaoBaHMe, obecrneynBaroLlee 4OCTYnN
K CeTU MHTepHeT (MPOBOAHOE COefJMHEHNe 1 BeCcnpoBOLHOe coeAnHeHNe No TexHonorun Wi-Fi),
JOCKOW  MEeNoBOW, My/bTUMeAMa MNPOEKTOPOM, ayAWOKOJIOHKamK, y4yebHO-HarnsgHbIMu
nocobuamm, nporpaMmMHbIM 06ecrneyeHneM.

Y4yebHas aygutopus AN TPYNMOBbIX WM WMHAMBUAYANbHbIX — KOHCY/bTaluWui-
YKOMM/IEKTOBaHa CneuuannM3mpoBaHHOW Mebenbto (yYeHWYeckme  CTOMbI, CTyNbs), [OCKOM
Me/IOBOM, KOMMbIOTEPOM C [AOCTYNOM B CeTb WHTepHEeT, My/bTUMeana MNpPOeKTOpoMm,
ayAMOKONOHKaMU, Yy4ebHO-Harnsa4HbIMM NOCOOGUAMM.

Y4yebHas aygutopus AN TeKyLWero KOHTPOAA W NPOMEXYTOYHOW aTTecTauuu-
YKOMM/IEKTOBaHa CneuuannM3mpoBaHHOW Mebenbto (yYeHWYeckme  CTONbl, CTYyNbs), [OCKOM
Me/IOBOM, KOMMbIOTEPOM C [AOCTYNOM B CeTb WHTEpHEeT, My/bTUMeana MNpPOeKTOpPoM,
ayAMOKONOHKaMU, Y4ebHO-Harnsa4HbIMM NOCOOGUAMM.

MomelwleHMe Ans caMOCTOATENbHON paboTbl YKOMMAEKTOBAHO CNEeLnannM3npoBaHHOM
mMe6enbto (YYEHMYECKMEe CTOMbl, CTYNbS, KOMMbIOTEPHbIE CTOMbI), KOMMbKOTEPHAA TEXHMKa C
NOAKMOYEHNEM K MH(POPMALMOHHO-KOMMYHUKALWOHHON ceTn «WHTEepHeT» K [JOCTYNoMm B
3NEKTPOHHYIO MH(OPMaLMOHHO-06pa3oBaTeNbHY0 cpedy 06pa3oBaTe/lbHOW opraHusauuu,
KOMMYHMKaLMOHHOe 06opyfoBaHMe, obecrnedynBatoliee JOCTYN K CeTU MHTepHeT (NpPOBOLHOE
coefnHeHne © 6GecnpoBofHOe coeAnHeHMe no TexHonorun Wi-Fi), [OCKON MenoBoW,
MY/IbTUMeANa NPoeKTOPOM, ayANOKONOHKaMK, Y4ebHO-HarnsgHbIMM NOCOOUAMM, NPOrpaMMHbIM
obecneyeHunem.

10. OCO6eHHOCTM OCBOEHUSA AMUCLMNNHDBI AN UHBAIMAOB U UL, C OFpaHUYeHHbIMU
BO3MOXHOCTAMW 30POBbs

ObyueHne o6yuvalOWMXca C OrpaHUYEHHbIMW  BO3MOXHOCTAMW  340POBbA  MpW
Heo6X04MMOCTM  OCYLLECTB/ISIETCA Ha OCHOBe afanTUpPOBaHHOW pabouyeid nporpaMmbl C


https://biblio-online.ru/
https://elibrary.ru/defaultx.asp
https://rusneb.ru/
https://www.scopus.com/search/form.uri?display=basic%23basic
http://apps.webofknowledge.com/WOS_GeneralSearch_input.do?product=WOS&search

UCMOJIb30BAHMEM  CHELMANbHBIX METOAOB OOyuYeHHMs ¢ [OUAAKTHYECKHX  MAaTePUaJiOB,
COCTaBJICHHBIX C YY€TOM OCOOCHHOCTEH MCUXO(PU3UIECKOrO pa3BUTHs, WHIUBHIYAJIbHBIX
BO3MOYKHOCTEH U COCTOSTHUS 37J0OPOBBSI TAKMX O0yYaroIuXcs (00y4aromerocs).

Ilpu ompenenenun (GoOpMbl MNPOBEACHUS 3AHATHH C OOYYAKOLIMMCSI-MHBAIUIOM
YUYUTBIBAIOTCSI PEKOMEHIALMY, COAEPIKAIIMECs B WHAMBUAYAJIbHOW Mporpamme peabuuTaiun
WHBAJIM/a, OTHOCHTEIbLHO PEKOMEH/IOBAHHbBIX YCIOBHUIl U BUOB TPYAA.

[Tpu HeoOXxomUMOCTH 111 OOYYArOLIUXCS U3 YMCIa MHBAIUAOB U JIML C OrPAHUYEHHBIMU
BO3MOKHOCTSIMH 3[IOPOBBSI CO3IAIOTCs ClELHaibHble pado4yre MecTa ¢ Yy4eTOM HapyLICHHBIX
(bYHKUMH ¥ OrpaHUYEHUN JKU3HEAES TETbHOCTH.

11. Bo03MOKHOCTH NPHMEHEHHS1 JJIEKTPOHHOro oOy4YeHHsI H JAHCTAHIHOHHBIX
o0pa3oBaTeIbHBIX TEXHOJIOTHI

JIMCLMIUIMHA MOJKET PEajM30BBIBATBCS C NMPUMEHEHHEM JJIEKTPOHHOrO OOyYeHHus U
IVCTAaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH



