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1. Uenb 1 3aga4m 0CBOEHUSA ANCUMUMNIINHDI
Lens AMCUMNANHBLI - U3yYeHWe CTYLEeHTaMU OCHOBHbIX Yrpo3 6e30MacHOCTU CeTu
WHTepHeT, MeToAoB o6ecnevyeHns UH(POPMaLMOHHOW 6e30MacHOCTU, NpPUoBpeTeHME HaBbIKOB
NMPUMEHEHNA CPeACTB 3anTbl UH(OPMAaLLUK
OCHOBHbIe 3aJa4n AUCLUMNNHBI:
- U3Y4nTb Yrpo3bl MH(OPMALMOHHON 6e30MacHOCTU.
- 03HaKOMUTCA C OCHOBHbIMW MeTOfamu obecrneyeHus  MHGOPMaLMOHHOW
6e3omnacHoCTH.
- U3yunTb TeXHONOrnu obecneyeHUs MHEHOPMALMOHHON 6e30MacHOCTU B NOKa/IbHbIX
1 pacnpefeneHHbIX CeTsX.
- OBNafeTb NPOrpaMmmHbIM obecneveHnem 415 3alnThbl MHHOPMaLUK,
- 03HAaKOMMWTCA C COBPEMEHHLIMU MHCTPYMEHTaMM 3awnTbl MHPOpMaLun B Poccum 1
B Mupe
To ecTb, 3agavyamy [UCUWNAWHBLI  SBASETCH U3Y4YeHWe MNOHATUIAHOrO annapata
AUCLMMN/INHBI, OCHOBHbIX TEOPETUYECKUX MOMOXEHUA U MEeTOA0B, (hOPMUPOBAHUE YMEHWI ©
NPUBUTUE HABLIKOB MNPUMEHEHUS TEOPeTUYECKUX 3HAHUIA ANS pelueHns npakTUYecKnx wu
NPUKNagHbIX 3a4au.
2.  MecTto guUCUMNAWHBLI B CTPYKTYpe  OCHOBHOM  MPOChecCMOHasIbHOM
o6pasoBaTe/ibHOM MporpamMmbl
AuvcumnivHa OTHOCUTCA K AMCUMNANHAM MO Bbl6opy. M3yueHune aucumnanHbl Tpebyet
BXOLHbIX KOMMETEHUWA, 3HaHWA, YMEHW/A W HaBbIKOB, MPEAYCMOTPEHHbIX ChefyoLWwnuMm
Kypcamu:
- WHdopmaTrka 1 nporpaMmmpoBaHme
- OnepauunoHHbIe N TeNIEKOMMYHUKALNOHHbIE CUCTEMDbI
- MHpopmaunoHHbIe CUCTEMbI Y TEXHO/IOMUM

3. MNepeyeHb NnaHMpyemblxX pe3yibTaToB 00yUYeHUs
Mpouecc M3y4vyeHUs AUCLMNINHBI HanpasieH Ha (opmupoBaHue KommneTeHuun TMK-5;

MNMK-6

Tabnmua 1- MNpodeccrnoHanbHble KOMNEeTeHLUN
Kog n HanmeHoBaHWe Kog v HauMeHoBaHWe NHAMKAaTOopa JOCTMXEHNSA
NpPogecCUOHa/IbHOM KOMMETEHUMN  MPOECCMOHA/IBHOM KOMMETEHLMMN
MK-5. CnocobeH pa3pabaTbiBaTb NAMK-5.1. MprMeHATb CTaHAapTbl OPOPM/IEHMS
TEeXHNYeCKoe 3a/laHne Ha 0CHOBe TEXHUYECKMX 3afaHNl
BbIAB/IEHHbIX 1 COrnacoBaHHbIX MAMK-5.2. Pa3pabarbiBaTh 1 ONMUCbIBaTL NOPALOK paboT
TpeboBaHWU K CUCTEME U Mo CO3AaHNI0 U Cla4e CUCTEMbI
rnoacucTeme MAMK-5.3. MNpeacTaBnaTh U 3aWmMLaTh TEXHUYECKOro

3a/laHnA Ha cucTemy
NAMK-5.4. OnucbiBaTb 06BLEKT, aBTOMATU3MPYEMO
CUCTEMOIA, 06LLMX TPe6OBaHWIA K CUCTEME

NMK-6. CnocobeH BbISBNATL puckn  NA11K-6.1MpoBepaTh Ka4yeCcTBO pa3paboTaHHbIX

Ha OCHOBE MPOBEAEHHOro aHasM3a  TpeboBaHWiA K CUCTEME U MoAcucTeme

TpeboBaHWI K cUCTeMe NO11K-6.2 AHaM3MpoBaTh BO3MOXHbIE NO3UTUBHbIE U
HeraTmBHbIe COObITUA, NOC/NEACTBUSA N 0BCTOATE/LCTBA
WAMK-6.3 MpumeHATb OCHOBbLI TEOPUN YNPaBIeHWs
puckamu

4. CTpyKTypa 1 cogep>kaHune AUCLUMINHDI

O6wasa TpyA0eMKOCTb ANCLMIMINHBI COCTaBNSAET 8 3a4eTHble eAnHMLbI, 288 yaca.

Tabnvua 2 - O6bemM AucuMNAUHLL  (MOAYNs) MO BuAam Y4ebHbIX 3aHATMIA (B
aKafieM1YecKnx yacax)



OO6BEM ANCLMNNHDI

3aoyHana dopma 0byyeHUs

Ob6bem AUCLMM/INHBI

KoHTakTHas paboTa 0by4aroLLmxca ¢ npernojasartesiem
(no B1aam ayauTOpHbIX yYeOHbIX 3aHATUIA) - BCEro:
B TOM umcne:

NeKuumn

3aHSATMA CEMMHAPCKOro TUna:

NpakTUYecKne 3aHATUSA

CamocTtosATenibHas paboTa (ganee - CPC) - Bcero:
B TOM umcre:

KypcoBas paboTa

KOHTpO/bHasA paboTa

Bua npomexXyTouHoM aTTecTaumm

4.2. CTpyKTypa AUCLUMMINHDI

Bcero yacos
288

24

12

12

264

OK3ameH

Tabnuua 3 - CTpyKTypa AUCLUM/INHBI 4151 3a04HOW (hopMbl 06yUeHMs

Noe Tema Kypc Bwugbl yue6Holi paboThl, B
AVCUMNVHDI T.4. CamoCToATE/IbHasA
paboTa CTyAeHTOB, Yac.
Nnekun  npaktmy  CPC
7 eckvie
1  JlokanbHble u ) 1 1 3
rnobaibHble CETU
2 TeopeTunyeckre 5 2 2 3
OCHOBBI
VHOPMALYIOHHOA
6e3onacHOCTM
3 Yrposbl 5 1 1 33
VHOPMALIOHHOA
6e3onacHoOCTV B
ceTn NIHTepHeT
4 OcHosb! 5 3 3 3
KpunTorpadgun
5 MeToapb! u 5 2 2 33
abCTpaKTHble
MOJENN 33Tl
MHGopMaLmn
6 3almTa 5 1 1 3
nH(popmauym B I1P-
CceTsX
7 Knaccuyeckue 1 5 1 1 3
HOBbIE MPOTOKO/IbI
BEPXHMX YPOBHeN
[ns paboThl €
MyNbTUMEANAHBIM

TpadprKom B CETH
VHTepHeT

®opmbl dopmup
TeKyLLero yemble
KOHTpONA KomneTte
YCMNeBaemoCT — HUWK
n

Joknap MK-5
Mpaktnyeck  TK-6
as pabota

Joknap MK-5
MpakTnyeck  TK-6
as pabota

Joknap MK-5
MpakTnueck  TK-6
as pabota

Joknaa MK-5
Mpaktnueck  MK-6
as pabota

Joknapg MK-5
Mpaktnueck  MK-6
as pabota

Hoknag MK-5
Mpaktnyeck  MK-6
ad pabota

Hoknag MK-5
MpakTnyeck  TK-6
as pabota

VHamkaTopsl
LOCTUXKEHNSA
KOMMeTeHuu
7

NIMK-5.4
NAMK-6.1

NAMK-5.1
NAMK-6.2

NOMK-5.3
NAMK-6.2

NOMK-5.3
NOMK-6.3

NIMK-5.2
NIMK-6.1

NAMK-5.2
NAMK-6.2

NOMK-5.4
NAMK-6.1



8  AHam3mu 1 1 3 [Joknag MK-5
ynpas/eHvie Mpaktnyeck  TK-6
puckamu B cepe as pabota
VHOPMALYIOHHOA
6e3onacHOCTu
WToro - 12 12 264

4.3. CopeprkaHue pasfenos AUCUUNIVHBI

Pasgen 1. JlTokanbHble U rnobanbHble CeTH
MprYMeHeHNe KOMMbIOTEPHBIX CETel;

CeTeBoe 060py/f0BaHNe N NPOrpaMMHOe 06ecneyeHue;
STaNoHHbIE MOLENN;

Mpumepbl ceTeil;

CraHpapTusauus cetei;

Pasgen 2. TeopeTnyeckre 0CHOBbI MHHOPMaLVOHHOW 6e30nacHOCTU
- Obuasn cxema npouecca obecrieyeHns 6e30NacHOCTH;
NaeHTndmkaums, ayTeHTM(MKauma, ynpasneHne 4OCTYNOM;

3awmTa 0T HeCaHKLMOHMPOBAHHOIO 4OCTYNa;

Mogenn 6e30nacHoCTH;

Pasgen 3. Yrpo3bl MHOPMaLMOHHON 6e30NacHOCTU B CeTU IHTepHeT

- Knaccuukaums yrpo3 6e30nacHoCTH;
NHTepnpeTauns yrposbl ataku;

OO6beKTbl 3aWmnThbl 1 06BEKTLI MOAENNPOBAHUS;

Pasgen 4. OCcHOBbI KpunTorpagun
- OCHOBHbIe NOHATUS;
WcTopuueckue wndpsl;
CVMMETPUYHbIE LWINGPBI;

ACUMMETPUYHbIE LIPS,
Xeww-yHKLMK,;
NHhpacTpyKTypa OTKpbITbIX Ktouei. Lingposble cepTudurkarsl;

Pa3sgen 5. MeTofbl 1 abCTpaKTHble MOENN 3aLUTbl MH(opMaLmn

YnpaBneHne KpUNTorpaguryeckUMmn Knouamm 4isi CUMMETPUYHBIX LWNQPOB;

NAMK-5.1
NAMK-6.3.

MpoLecc MOCTPOEHMSt U OLEHKM CUCTeMbl oGecrneyeHus GezonacHocTu. CTaHaapT
ISO/IEC 15408.

[MoHATUE HaLeXHOCTM 6e30MacHOCTU, NapaMeTpbl U XapaKTepucTuKM 6e30nacHoCTy;
Knaccudmkaumsa yrpos ysa3BMMOCTEN M YPOBHEW 3alMTbl (3aWULLEHHOCTHN);

- AOGCTpakTHble MOZENU KOHTPONA A0CTyna K 3aljuiieHHbIM pexumam 06paboTku

NH(opMaunn;
- Mopgenn wn meTofbl POMEBOr0 M CECCMOHHOIO KOHTPONS AOCTyna.
NAeHTUGUKaLUN PONeli N CECCUIA;

- 3afja4m NoCTPOEHMS CUCTEMbI 3aLMTbl UH(hOPMaLMU;
- AnbTepHaTMBHbIe METOAbI 3aLLMThbl MH(OPMaLUK;

Pasgen 6. 3awmra nHdopmaunn B 1P-ceTsx

- MpoToKon 3awWuTbl 3N1eKTPOHHON NoyTbl S/IMIME;
- MpoTokonbl SSL n TLS;

- MpoTokonbl IPSec n pacnpegeneHmne KnoYei;

Bonpocsbl



- MexceTeBble 3KpaHbl;

Paszgen 7. Knaccmyeckne M HOBble MPOTOKO/bI BEPXHUX YPOBHeW AN paboTbl C
MYNIbTUMEANNHBIM TpaPUKoM B ceTn VIHTepHeT

- MynbTuUMeaniAHbIA TPaPUK 1 ero Knaccmpukaums;

- VIHTepakTMBHbIE NOTOKOBbIE ayMO Y BUAEO MPUNOXKEHUS;

- Knaccuueckune npoToKo/bl TPAHCMOPTHOIO YPOBHS;

- ¥YnpaefieHVe NOTOKOM M Mneperpyskamu B npotokose TCP;

Pasgen 8. AHamM3 © ynpasfieHWe puckamnm B cdepe  MHGOPMaLVOHHOM
6esonacHoCcTH

- BBepgeHue B npobnemy;
YnpasneHve puckamu. Mogesnb 6e30MacHOCTA C MOJIHbIM MEPEKPbITUEM;
YnpaBneHvne nHHopMaunoHHol 6e3onacHocTbio. CTaHgapTbl ISO/IEC 17799.27002 u

27001,

MeTOAMKI NOCTPOEHUS CUCTEM 3aLLMUTbI MHOPMALIUN;

MeTOAMKI N NPOrpamMMHble NPOAYKTbI AN OLEHKW PUCKOB;

BbiGOp NpoekTa cucTeMbl 06ecredeHnss MH(OpMaLMoHHOW 6e3onacHoCTM. WrpoBas
MO/ie/lb KOH(INKTA «3aLUTHUK-HAPYLINTEb»

4.4. CopepxaHune NpakKTUYeCKnNX paboT
Tabnuua 4 - CofepxXaHne NPaKTUYECKNX 3aHATUIA ANS 3a04HON (hOpMbl 06YYeHUs

Ne TeMbl ~ TemaTvKa NPaKTUYECKNX 3aHATUIA Bcero yacos
ancumnn
NHbI
1 PaboTa C ceTeBbIMU YTUAUTAMN 1
PaboTa ¢ aHanM3aTopoM NpoToKonoB wireshark
2 YnpasneHue fOCTYNoM K paitnam Ha NTFS 2
BbisiBneHve ya3BrMocTeii ¢ nomollsto Microsoft Baseline Security
Analyzer
3 cnonb3oBaHne ckaHepoB 6€30MacHOCTY A4S NoNyYeHNs 1

MH(hopMaLIMK 0 XOCTax B CETH
BcTpoeHHbIli MexceTeBoii akpaH Windows Server

4 LLInthpb! 3ameHbl. TOTOKOBbIE LWNGPbI 3

5 Vcnonb3oBaHue LMPOBbIX CEPTUGINKATOB 2
Co3spaHue LeHTpa cepTugukaumm B Windows Server

6 LLInthpoBaHune AaHHbIX NMPU XpaHeHUN 1
HacTpoiika npoTokona IPSec B Windows Server

7 Kcnonb3osaHne Microsoft Security Assessment Tool 1
MatpuuHbIii NOAX0A K aHa/IM3y PUCKOB

8 Pa3paboTKa NOANTUKM MHPOPMALMOHHON 6e30MacHOCTY 1
opraHu3saumm

AHanmn3 puckos Ha ocHoBe MO «Puck [etekTop»

. MepeyeHb  y4e6HO-METOAMUECKOr0  OGECrieyeHMst  CaMOCTOSITE/IbHOW  paGoThbl

06y4atoLLMXCA MO AUCLUMTINIHE
Tabnunua 5- CopepkaHvie BOMPOCOB M 3alaHNiA A/ CaMOCTOATE/IbHOMO U3YYeHUs

Ne pasgena Kypca 1 Tembl CofeprkaHvie BONPOCOB W 3afaHniA A1
CaMOCTOATE/IbHOI0 U3yYeHUA CaMOCTOATE/IbHOI0 U3yYeHNs

J1oKa/ibHble 1 rnobanbHble CeTy CoBpeMeHHas 3aluTa ceTei

TeopeTnyeckmne 0CHOBbI MH(OPMaLMOHHOM HopmaTnsHOe 06ecneyeHve MHPOPMaLOHHO

6e30nacHOCTU 6e30MacHoOCTU



al’rposu MHOPMALIVIOHHOW 6E30MacHOCTU B CETU YTpo3bl MHTEPHET CErOAHALLHErO AHS
HTepHeT

OcHoBbI KpynTOrpamun KBaHTOBas Kpunrorpapus

6. OueHOYHble CpeAcTBa AN15 TEKYLLEro KOHTPO/S YCrNeBaeMOoCTM U NPOMEXYTOUHOM
arTecTauMm no UToram 0CBOEHUSA AUCLIUM/INHDI

6.1. TeKyLMn KOHTPO/Ib

TekyLWwmnin KOHTPONb MNPOBOAMTLCA B (DOPMe A0KMaja W BbIMOMHEHUSA MNPaKTUYECKUX
pabor.

MMpuMepHble TeMbI K JOKNaaY:

1) MHTennekTyanbHas CO6CTBEHHOCTb B YC/OBUSAX PbIHOYHOW 9KOHOMUKM

2) Teopua 1 NpaKTMKa OXpaHbl aBTOPCKOr0 npasa 3akoHaMu rocyfapcrea

3) ObecneyeHne NHOPMaLMOHHOM 6e30MacHOCTM Ha NpeanpUaTAm

4) CoBpeMeHHbI MPOMbILLIEHHBINA LLIMUOHAX

5) Cpeactsa 60pb6Obl C MPOMbILLIEHHBIM LLMMOHAXEM

6) Cuctembl KpunTorpaun aHHbIX

7) MporpaMmmHas 3awmTa npun nepegade AaHHbIX

8) MporpamMMHas 3awmTa UHTeNNEeKTyalbHOW COBCTBEHHOCTM

9) DneKTpoHHas NoAnuchb

10) O6Hapy>XeHMe XaKepCKNX atak

11) icnonb3oBaHue 3alnT AN OTPaXKEHUA XaKEPCKUX aTak

KpuTtepun oLeHKM J0KN1a[0B

[Joknag 3a4TeH, ecnu:

1 KauyecTBo foknaja:

1.1. - npovs3BOAWUT BblJatolLLleecsa Breyat/ieHWe, COMPOBOXAAeTCA WANKOCTPATUBHBLIM
marTepuanom;

1.2. - 4eTKO BbICTPOEH;

2. icnonb3oBaHme eMOHCTPALMOHHOIo Marepuana:

2.1. - aBTOp npeacTaBuMi  AEMOHCTPALMOHHbLIA MaTepuas U MNPeKpPacHO B HEM
OpUeHTUpOBasICS;

2.2. - UCMNONb30BasICA B AOKNALE, XOPOLLO O(OPMIIEH, HO €CTb HETOUYHOCTMU,

3. KayecTBo OTBETOB Ha BOMPOCHI:

3.1. - oTBeYaeT Ha BOMPOCHI;

3.2. - He MOXeT OTBETUTb Ha 60/IbLLUMHCTBO BOMNPOCOB;

4. YeTKOCTb BbIBOAOB:

4.1. - NONHOCTbIO XapaKTepu3yoT paboTy;

4.2. - HeyeTKu;

JoKnaj He 3a4TeH, ecnu:

1 KayecTBO Aoknaga:

1.1. - paccka3sblBaeTcs,, HO He 00bACHSAETCA CyTb PaboThl;

1.2. - 3aunTbIBaEeTCA.

2. icnonb3oBaHme eMOHCTPALMOHHOIo Marepuana:

3.1. - npeAcTaB/eHHbIN 4eMOHCTPALVOHHBIA MaTepuas He UCMO/b30BaNICA AOKNALUNKOM
NN Gb11 OPOPMIIEH NIOXO, HETPAMOTHO.

3. KayecTBO OTBETOB Ha BOMPOCHI:

3.1. - He MOXeT YeTKO OTBETUTb Ha BOMPOCHI.

4. YeTKOCTb BbIBOJOB:

4.1. - UMeloTCA, HO He [0Ka3aHbl.

MNpuMepHOe 3afaHre Ha NPaKTUYeCKYy paboTy:

MpakTnyeckasa pabota Nel. «PaboTa c ceTeBbIMU YTUNNTAMU.

Llenb: TonyyeHne 6a30BblX HaBblKOB MO paboTe ¢ yTunutamu ping, traceroute, mtr un
tracemap



3agaHne: O3HAKOMUTLCA C paboTOl CETEBLIX YTUANUT

Xop paboTsbl.

1 C nomMoLLbO YTUNWUTBI ping NPOBEPUTL COCTOAHME CBA3N C Y3M1aMu.

2. Mpy nomoLmn yTUAnThbI traceroute NPON3BECTU TPACCUPOBKY Y3/0B.

3. Monyuntb MapLipyT MPOXOXAEeHWUA MakeToB [0 OLHOIO W3 3a[aHHbIX B BapuaHTte
Y3108 MpU NOMOLLM YTUAUTBI ping.

4. OnpefennTb MapLUPyT MPOXOXKAEHWUA NaKeToB A0 Y3na Npy NOMOLLM YTUANTbI mtr.

5. TlocTpouTb rpagmyeckyrto KapTy TpPacCMpOBKU K 3aflaHHbIM Yy3/1aM Mpy NOMOLLM
yTUnnTbI tracemap.

B oTyeT MO BbIMNOMIHEHWUIO MPaKTUYECKON paboTbl BKUUTL pesynbTaTbl Xona
BbIMOJIHEHWNA Pab0Tbl, CKPUHLLIOTbI Pe3y/bTAaTOB BbIMOMHEHNSA OCHOBHbIX KOMaHA.

MpakTnyeckas pabota Ne2. «PaboTa ¢ aHa/IM3aTOPOM NPOTOKO/10B wWireshark».

Llenb: MonyyeHne 6a30BbIX HABbIKOB MO paboTe ¢ aHa/IM3aTOPOM NPOTOKO/I0B Wireshark.

3agaHuve: 3axBaTUTb 1 NPOAHANU3NPOBATL NaKeThbl

Xop paboTbl.

1 3axBatuTb 5-7 MakeToB LUMPOKOBELLATENbHOrO Tpaduka. Pe3ynbTaT COXpaHWUTbL B
TEKCTOBbIN (haiin.

2. 3axBatutb 3-4 nakera ICMP, nony4yeHHbIX OT OnNpefefneHHoro Yysna. [MAns
reHepypoBaHUA NakeToOB BOCMO/b30BATbCA YTUANTON ping. Pe3ynbTaT COXPaHUTb B TEKCTOBbINA
harin.

3. MepexBaTuTb NakeTbl, CO3A4aHHbIe YTUANTON traceroute AN onpegeneHns MapLipyTa K
3afjaHHoMYy y3ny. 1o pe3ynbtataMm NocTpouTb Anarpammy Flow Graph. [uarpammy cOXpaHuUTb
Nnbo B BMAE TEKCTOBOrO (haiina, NM60 B BUAE N300paXKeHMs.

MpakTuyeckan pabota Ne3. «YnpasneHue JOCTYNoM K dainnam Ha NTFS».

Lenb: MpurobpeTeHne NpakTUYECKMX HABbIKOB HACTPOMKM pas3pelleHunid Ha [OCTyn K
(haiinam B onepawLMoHHbIX cuctemax cemerictea Windows.

3apaHue: MccnefoBaTb HACTPOWKM paspeLleHns gocTyna K aiinam

Xop paboTsbl.

1 B cBoeli nanke Ha [MCKe BUPTyanbHOW MalUMHbl CO3[4aiTe TEKCTOBbIA (hail C
NMPOM3BOJIbHLIM CcofiepXaHueM. [MoCMOTpUTE ero paspelleHWs Ha BKafgke «be3onacHOCTb».
MpoaHann3npyinTe TekyLine paspeLleHuns

2. O3HakoMbTeCb C paspelleHusmn. KoTopble MOXHO fAaBaTb Ha nanky wav ¢aiin B
Windows.

3. MocmoTpute paspelleHns Ha nanky Program Files. Onuwnte B 0TYeTe, Kakum
rpynnaM Kakve paspelleHus JalTcs Ha 3Ty narnky, Kyfa fno yMOMYaHWK YCTaHaB/MBAKTCH
nporpammbi.

4.C nomoLubto yTuamThbl icals.exe unu cals.exe coxpaHute Tekywmin ACL Bbi6GpaHHOr0O
BaMy (paina B TEKCTOBbIA (aiin. [MpegocTaBbTe MoMb30BaTento Student paspelleHne Ha
N3MeHeHVe JaHHOro (haina.

B oTyeT MO BbIMO/IHEHWIO NPaKTUYECKOW paboTbl BKAKUNTL pe3ynbTaTbl aHanu3a xona
BbIMOJ/IHEHNA Pab0Tbl CKPUHLLOTBI PE3Y/IbTATOB BbIMO/IHEHUSA OCHOBHbIX KOMaHL.

MpakTnyeckaa pabota Nod. «BblsiBNeHME yA3BMMOCTEM C nomoulbio Microsoft
Baseline Security Analyzer».

Lenb: TMpuobpeTeHne nNpakTUYECKMX HaBbIKOB BblsiBNeHUS ysa3BuMocTenr B[O
npou3BoACTBa KOMMaHuuM Microsoft ¢ nomowbio  cneurannu3MpoBaHHOINO MPOrpamMMHOro
cpeactea Baseline Security Analyzer

3apaHue: [MpoBepuTb  YpoBeHb  6€30MacCHOCTM  YCTAHOBMIEHHON  KOH(Urypauum
onepaunoHHol cuctembl Windows

Xop paboTbl.

1 OueHWTb YpOBEHb YA3BMMOCTM KOMMNbIOTEPA

2. Onucatb Kakue NpPOBEPKN MPOBOAWMINCH, B KaKO 061acT 06HapY>XeHO Hanbosbluee
KOMIMYeCTBO YA3BUMOCTEA.



3. Onucatb Haubonee cepbe3Hble YA3BUMOCTM KaXLOrN0 TWUMa, BbIAB/EHHbIE Ha
KOMMbloTEpe

B oTueT MO BbIMO/IHEHWIO NPAKTUYECKON paboTbl BKOUNTL pe3ynibTaTbl aHanu3a xona
BbINO/IHEHUA PabOTbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbIX KOMaHJ,

MpakTnyeckaa pabota No5. «lMcnonb3oBaHWe CKaHepoB 6e30MacHOCTU /1A
nosly4YeHNsa MHopMaLmMn o0 XocTax B CETU

Lenb: lMpuobpeTeHne nNpakTUYECKMX HABbIKOB OMNpeAeneHus paboTalolnx CeTeBbIX
MPUA0XEHWIA C MOMOLLbK CETEBOr0 CKaHepa 6e30MCHOCTH.

3afjaHue: MpoOBeCTW WCCnefoBaHWe AN BUPTYaSibHbIX MaliMH C MOMOLLbIO YTUNUTbI
nmap.

Xop paboTsbl.

1 BbINOMHWUTE CKaHWPOBaHUE MpW BK/IKOYEHHOM MEXCETEBOM 3KpaHe BUPTYasibHOM
MalUWHbI, NOTOM MPX OTKIHOYEHHOM.

2. OnuwKnTe ¥ NpoaHanM3MpyinTe NONyYeHHble pe3ynbTaTbl. Kakue ceTeBble CyXObl
3anyLleHbl Ha BUPTYabHbIX MallnHax?.

3. YcTaHOBMTE BUPTYya/lbHYO MalunHy ponb «Web-cepBep», MOBTOPHO BbIMNOMHUTE
CKaHMpoBaHMe.

B oT4eT Mo BbIMO/IHEHWIO NPaKTUYECKON paboTbl BKKUNTL pe3ynbTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbIX KOMaHS,

MpakTnyeckast pabota Neb. «BCTpoeHHbIM MexceTeBoM akpaH Windows Server».

Llenb: MprobpeTeHne NpakTUYeCKUX HaBbIKOB HACTPOMKM MEXCETEBOr0 3KpaHa.

3afiaHne: HacTPOMTb MEXCETEeBOM 3KpaH

Xop paboTsbl.

1 OTKpblITb OKHO YMNpaBneHWs MeXCceTeBbiM 3KpaHOM. OnucaTb [eicTByroLMe
HacTpoiikn. Co3gaTb HOBOE MpaBsusio.

2. HainTn npasuno, paspelatouiee otcbinky ICMP-naketoB echo request. MpoBepnTb €ro
paboTy ANns y3na us NoKanbHOW WAV BHELLHEW CETW.

3. Cospgatb npasuno, 3anpewatouiee otnpasky ICMP-nakeToB Ha [daHHbIA y3en.
MpoBepuTL ero pabory.

4. AKTUBMpOBaTb BeAeHMe >KypHana. BbIMOMHWUTL KOMaHZy ping [Ans NPOBEpKM
[JOCTYMHOCTM  y3/1a, [N KOTOPOro Cco3jaBanocb 6/noKuMpytollee npasuio. [poBepuTb
cogepxnmoe harina xypHana.

B oTueT MO BbIMO/IHEHWIO NPAKTUYECKON paboTbl BKKOUNTL pe3ynibTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbIX KOMaH[,

MpakTnyeckas pabota Ne7. «LLInppbl 3amMeHbI».

Llenb: nony4mTb NpakTUYeCcKne HaBbIKM KpUNTOaHann3a Wwugpa NpocToi 3amMeHbl.

3apaHue: pewndpoBaTth TEKCT 3alUU(POBaHHbI METOAOM NPOCTON 3aMeHbI

Xop paboTsbl.

1 MonyunTb y Nnpenogasatens 3anpoBaHHbI TEKCT.

2. HaliTn oTHOCUTE/IbHYIO YacTOTy BCTPEYaeMOCTM CMMBOJIOB 3aLLM(POBAHHONO TEKCTa.

3. Vicnonb3ya MeTof 4acTOTHOMO aHann3a M 0CO6EHHOCTU PYCCKOrO A3blKa AelngpoBaTtb
TEKCT.

4. B thaine oTyeTa NpeAcTaBMTb 3alUMPPOBaHHbLIN TEKCT, Tabauly 3aMeHbl CMBOMIOB U
AeLngpoBaHHbIA TEKCT.

B oTyeT MO BbIMO/IHEHMIO NPaKTUYECKON paboTbl BKAOUUTL pe3yfibTaTbl aHanM3a Xoja
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMNO/IHEHWUS OCHOBHbIX KOMaHS,

MpakTnyeckasa pabota Ne8. «[M0TOKOBbIe LUNKPbI».

Llenb: npvobpecTn nNpakTUYecKUe HaBblKW LUMDPOBAHUA U Aellin(poBaHNA NOTOKOBbIX
LUNPOB.

3apaHue: 3aWmngpoBaTh TEKCT C MOMOLLbI CLABUTOBbIX PErUCTPOB C 0O6PAaTHON CBA3bHO

Xop paboTsbl.

1 [MonyumTb CXemy peructpa caBura, TeKCT COOOLLEHNSA U KoY.



2. Bbluncnntb ryMMUpYHOLLYHO NOC/ef0BaTeIbHOCTb.

3. 3awmngposaTb COO6LLEHNE C MOMOLLLIO raMMbl U NepesaTb ero HanapHUKY.

4. MMonyuntb OT HamnapHUKa 3alln(poBaHHOE COOOLLEHME, KN4 U CXEMY perucrpa
caBura.

5. MpousBecTy felumngpanmnio NoayHeHHOT0 3alU{POBaHHONO CO06LeHNs

B oTueT MO BbIMO/IHEHWIO NPaKTUYECKOW paboTbl BKOUNTL pe3ynbTaTbl aHann3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaTOB BbIMO/IHEHWUS OCHOBHbLIX KOMaH[,

MpakTuyeckan pabota Ne9 Vcnosb3oBaHWe UUGPOBbIX CePTUDMKATOB.

Llens: O3Hakom/ieHMe C MOPAAKOM WMCMOMAb30BaHWA LMGPoBbIX cepTudukatos X.509 B
NPOTOKONax 3awWnTbl gaHHbIX SSL/TLS S/IMIME

3afiaHve: pacCMOTPeTb BONPOCHI UCMOb30BaHNA LU(POBLIX CEPTUDNKATOB

Xop paboTbl:

1 MocmoTpeTb napameTpbl cepTUdUKaTa Kakoro-nnmbo 3alyumileHHoro caita. Onucatb
KEeM, Ha Kakoi CpoK, A1 KaKoro cyobekTa CepTU(MKaT Obln BblLaH.

2 PaccMOTpeTb Kak XpaHsATca cepTuguKaTbl. BbINOMHUTL B KOHCOM mmC.

3. Monyuute ceptndukar X.509 n fo6aBbTE €ro B NOYTOBbIA KINEHT

B oTueT MO BbIMO/IHEHWIO NPaKTUYECKON paboTbl BKOUNTL pe3ynibTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMNO/IHEHWUS OCHOBHbLIX KOMaHS,

MpakTnyeckasa pabota Nel0 Co3gaHue LeHTpa cepTudurkaumm B Windows Server

Lenb: lMpuobpeTeHne NpakTUYECKUX HaBbIKOB pa3BEPTbIBAHWA W HACTPOMKM LEeHTpa
cepTuduKkalmm BCTPoeHHbIMK cpegcteamu Windows Server

3asaHve: Co3faTb LEeHTp cepTUdukalmm

Xop paboTbl:

1 [ob6asuTb cepsepy ponb Active Directory Certificate Service

2. OnpegennTb TUM LieHTpa cepTudmkaumnm

3. Hactpoutb ponb Active Directory Certificate Services

4. OnucaTb Kakue LWabNOHbI CepTUPUKATOB ONpedeneHbl, AN KakuX Uenen CAyXut
KaKAbIA TUN CepTU(NKATOB.

5. 3anpocuTb cepTUUKaT O4HOr0 M3 NONb30BATENEN N U3YUUTb ero.

6. BbINONHWUTL 3KCNOPT cepTUmKaTa.

B oTueT MO BbIMO/IHEHMIO NPaKTUYECKON paboTbl BKIOUMTL pe3y/nbTaTbl aHam3a Xoja
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMNO/IHEHWUS OCHOBHbLIX KOMaH[,

MpakTnyeckas pabdota Nell. LLindpoBaHMe JaHHbIX NPU XPaHEeHUN.

Llenb pa6oTbl: MprobpeTeHne NpakTUYeCKMUX HaBbIKOB 3aLMUTbl JAHHbLIX MPY XpaHeHWUU C
NMOMOLLbIO WIN(POBaHNA BCTPOeHHbIMU cpeacTBamm OC Windows.

3afaHve:  M3yuuTb  cepTU(MKaTbl,  MPOBEPUTb  BO3MOXHOCTb  [Jelumndgpanun
3aWngpoBaHHbIX (aiinos.

Xop paboTbl:

1 3anpocuTb cepTuduKaT, 3anpposaTtb narky.

2. 3aliTu B cMCTEMY MOJ YUYETHOW 3anncbio aiMMHUCTPATOpa U paclungpoBaTtb narky.

3. OTpepaktMpoBaTb MNOAUTUKY TakMM 06pa3om, 4TOObl ybpaTb M3 CUCTEMbl areHTa
BOCCTAHOB/IEHUA. Y6eAUTbCA YTO Tenepb TO/IbKO NO/b30BaTe/b 3alnMpoBaBLLINA (haiin MOXeT
ero pacwmndgposarts.

4. 3awwnposatb (paiin, NpefoCTaBUTb  APYroMy  MNO/b30BaTeNt0  BO3MOXHOCTb
pacwmngpoBaTh AaHHble (M0Nb30BaTE/Nb HE ABNSAETCA areHTOM BOCCTAaHOB/IEHUS).

B oTueT Mo BbIMOSIHEHWIO NPaKTUYECKON paboTbl BKAKOUNTL pe3ynbTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbLIX KOMaH[,

MpakTnyeckas pabota Nel2 Hactpolika npoTokona IPSec B Windows Server.

Lens paboTbl: B npakTuuyeckoli paboTe paccMaTpuBaeTcs MOPAAOK  HACTPOMKM
3alUMLLLEHHOrO C NoMOoLL b NpoToKona IPSec coenHeHUA MeXAY KNUEHTOM U CEPBEPOM.

3afiaHve: HacTpouTb NpoTokon IPSec ans WnpoBaHUA faHHbIX, NepefaBaeMbiX MeXay
CepBepoM 1 paboyein cTaHumeln.



Xop paboTbl:

1 Co3gatb nonmtuky MPSec.

2 MpUMEHNTBL NONUTUKY.

3 MpoBepuTb CoefMHeHNE MeXAY KOMMbITepaMu.

B oTueT MO BbIMO/IHEHWIO NPaKTUYECKON paboTbl BKOUNTL pe3ynibTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLIOTbI Pe3y/bTaToB BbIMOIHEHUS OCHOBHbIX KOMaHL.

MpakTnyeckasa pa6ota Nel3 cnonb3oBaHme Microsoft Security Assessment Tool

Llenb pa6oTbl: MpuobpeTeHre NPakTUYECKUX HaBbIKOB OLEHKWM PUCKOB OpraHusaumu,
CBfI3aHHbIX C WH(OPMALMOHHOW 6e30MacHOCTbO, € ucnonb3oBaHMeM MO Microsoft Security
Assessment Tool (MSAT).

3amaHve: O3HaKOMUTbLCA C MPOrpammoin AN OLUEHKM PUCKOB, CBSI3AHHBLIX C
6e3onacHocTbio - Microsoft Security Assessment Tool

Xop paboTbl:

1 Mopgpo6HO onucaTb Masioe NpeanpuaTue: cdepy LesTeNbHOCTU, COCTaB U CTPYKTYpY
NH(POPMALIMOHHOM CUCTEMbI, OCOBEHHOCTM OpraHuM3auumM npouecca 3awuTbl WHPOpPMaLMK,
NPUMeHsieMble METOAb! U CPeACTBa.

2. C nomoubto nporpaMmmbl MSAT NPOBECTU OLEHKY PUCKOB A1 NPeANnpPUATUA.

B oTyeT Mo BbIMO/IHEHWIO NPaKTUYECKOW paboTbl BKAKUNTL pe3ynbTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLIOTbI Pe3y/bTaTOB BbIMO/IHEHUS OCHOBHbIX KOMaHA.

MpakTuyeckas pa6ota Neld MaTpuuHbId  MNOAXOA K  aHa/InM3ly PUCKOB
NH(hOPMaLMOHHOM 6e30MacHOCTMU.

Lleslb paboTbl: M3YyU4UTb OCHOBHbIE MOHATUMA CMIB

3apaHue: BbiSBUTb  aKTWBbl, YA3BUMOCTM, Yrpo3bl W CPeAcTBa YnpaB/ieHUs B
COOTBETCTBMM C BapuaHTOM 3afiaHus. Pa3paboTaTb COOTBETCTBYHOLLME MATpuLbl U paccyuTaTb
COOTBETCTBYHOLLME UM (DOPMYIIbI.

Xop paboTbl:

1 OnpefeneHne LEHHOCTEl aKTUBOB.

2. PaspaboTka matpuy,

3 OhopmMnTb BbIBOAbI MO NPAKTUYECKOM paboTe 1 0TBETbI HA KOHTPOJIbHbIE BOMPOCHI.

B oTyeT MO BbIMO/IHEHWIO NPaKTUYECKON paboTbl BKAOUUTL pe3y/bTaTbl aHaim3a Xopa
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbLIX KOMaHS,

MNpakTnyeckas pabota Nelb. Paspa6oTka MonnUTUKM  UHOPMALMOHHOM
6e3oMnacHOCTX opraHu3auun.

Llenb paboTbl: M3Yy4MTb OCHOBHbIE acreKTbl, BK/IKOYaeMble B MONUTUKY UHPOPMALMOHHOW
6e3onacHoCTH.

3apaHue: Pa3paboTtaTb NOMMTUKY MHPOPMALMOHHOW 6€30MacHOCT OpraHM3aumn.

Xop paboTbl:

1 N3yunTb NOANTUKY MHDOPMALMOHHON 6e30nacHOCTM «I"a3npoMbaHK»

2. Paspabotatb MOAUTUKY  MH(OPMALMOHHON  6e30MacHOCTM  opraHu3auMmM B
COOTBETCTBUM C BapnaHTOM.

B oTyeT MO BbIMO/IHEHWIO NPAKTUYECKON paboTbl BKOUNTL pe3ynibTaTbl aHanu3a xona
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMNO/IHEHWUS OCHOBHbLIX KOMaH[,

MpakTnyeckas pabota Nel6 AHann3 puckoB Ha ocHoBe MO «PuckeTeKTops.

Llenb paboTbl: 03HaKoM/eHWe n paboTa C aBTOMATU3MPOBAHHOW CUCTEMON ynpaBneHus
puckamu Puck [eTtekTop.

3apaHue: Paccuntatb pucku npu nomowm MO «PuckeTekTop»

Xop paboTbl:

1 BbINOAHUTb NPOGHLIV BapUaHT.

2 BHecTn fjaHHble B NPOrpaMMHbIA KOMIJIEKC.

3 CoxpaHuTb OTYET 0 NpofenaHHon paboTe

B oTueT MO BbIMO/IHEHWIO NPaKTUYECKON paboTbl BKIKOUUTL pe3y/nbTaTbl aHaim3a Xoja
BbINO/IHEHUA Pab0Tbl CKPUHLLOTbI Pe3y/ibTaToB BbIMO/IHEHWUS OCHOBHbIX KOMaHS,



Kputepun oueHnBaHUSA:

MpakTnyeckas paboTa NPpUHNMaETCs B (popmare 3a4TeHO/ He 3a4TeHO.

3ayteHo, ecnM 3agaHvie  BbIMOJIHEHO MOJMIHOCTbIO, B MPeACTaB/lIEHHOM  OTYyeTe
060CHOBaHHO NONYYeHO MPaBU/IbHOE BbIMOIHEHHOE 3aJaHue.

He 3auTeHO, ecnv 3aaHnsA BbINOMHEHbl YACTUYHO U/IM HE BbINOHEHO.

6.2.

MpomeXxyTouHasi aTTecTaums

dopma NPOMEXYTOYHOM aTTecTalumm Mo AUCLMN/IMHE - 3K3aMeH.
dopma NpoBeAeHNS 3K3aMeHa: YCTHO Mo BOMpocam
MepeyeHb BONPOCOB A1 MOAFOTOBKM K 3K3aMeHY:
MK-5, NMK-6

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)

)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)
36)
37)

38)

YT0 Takoe nMHpopmaums.

"ocyfapcTBeHHas TaliHa

Kommepueckas TaliHa

MepcoHanbHble AaHHbIe

MoHATME aBTOMATU3MPOBaHHAA cUcTeMa
WNHhopmaumnoHHas 6e30MacHOCTb U ee COCTaBNAoLLMe
3awmra nHhopmauun

MeToabl obecneyeHns MHPOPMaLMOHHOK 6e30MacHOCTM
Knaccugmkaymsa yrpo3 MHGopmaLnoHHoi 6e30nacHoOCTH
CTpyKTypa cuUCTEMbl 3alWWTbl OT Yrpo3 HapyLlueHus
NH(opMaLmm

OpraHu3aunoHHble Mepbl 06ecneveHns 1Mo
NaeHTndukayma n ayteHTMhrKaumns

MeToabl XpaHeHUs naposnein

[nckpeunoHHas Mofenb pasrpaHMyeHns goctyna
MaHgaTHas Mofenb pasrpaHuyeHns gocTtyna
CVMMETPUYHbIE KPUNTOCUCTEMBI

ACCMMETPUYHbIE KPUNTOCUCTEMBI

Me)ceTeBoe sKpaHMpoBaHue

Mogens iso/osi

Knaccbl MexceTeBbIX 3KpaHOB

Cuctembl 06HapPY>KEHNS BTOPXKEHWI
lMpoTokonupoBaHue 1 ayant

Tpeb6oBaHWA K perucTpaLoHHbIM XXypHanam
MpuHLMNbI 06ecneyveHns LenoCTHOCTU

Limpposas nognuch

XaWw-hyHKUmA

MeTo/bl pe3epBHOro KONMpoBaHUA UH(OPMaLLUK

UT0 Takoe MH(opmaums.

"ocyfapcTBeHHas TaliHa

Kommepueckas TaliHa

[MepcoHanbHble AaHHbIe

MoHATME aBTOMATU3MPOBaHHAA cUCTeMa
NHhopMaumnoHHas 6e30MacHOCTb U ee COCTaBNAoLLMe
3awmra nHopmauun

MeToabl 0becneyveHns MHPOPMaLMOHHOK 6e30MacHOCTK
Knaccndmkaums yrpos MHGopMaLMoHHON 6e30nacHOCTU
CTpyKTypa CHUCTEMbl 3alWWTbl OT Yrpo3 HapyLUueHus
NH(opMaLmm

KOH(UAEHLMANbHOCTY

KOH(MAEHLNANbHOCTM

OpraHu3aLMoHHble Mepbl 06ecrneveHns MHHOPMaLMOHHOW 6e30MacHOCTM



39) VaeHTuunkauma n aytTeHTUQUKaLms

40) MeToAbl XpaHeHUs naposei

41) OnCKpeunoHHas Mojesb pasrpaHMyeHns 4octyna
42) MaHfaTHas Mofenb pasrpaHnMyeHus foctyna
43) CUMMETPUYHbIE KPUMTOCUCTEMbI

44) AcCUMeTPUYHbIE KPUNTOCUCTEMDI

45) MexceTeBOe 3KpaHMpoBaHue

46) Mogenb iso/osi

47) Knaccbl MeXCeTeBbIX 3KPaHOB

48) CucTtembl 06HapYXXEHNS BTOPXXEHWI

49) TpoTOKONMPOBaHMe 1 ayauT

50) TpeboBaHWA K PErMCTPALNOHHBIM XYypHanam

51) MpuHUMNbl 06ecnevyeHns LeIOCTHOCTY

52) Lndposas nognmco

53) Xaw-ghyHKLMA

54) MeTogbl pe3epBHOro KONMpoBaHWUA UH(opMauun

OK3aMeH OLeHMBaeTCa MO0 YeTblpexbannbHOM LIKane: «OTAUYHO» [ «xopowo» /
«Yy[10BNETBOPUTENIbHO» / «HEY/10BNETBOPUTENBHOY.

OueHKa «OT/IMYHO» CTaBUTCS CTYAEHTY, OTBET KOTOPOTO COAEPXKUT:

- rnybokoe 3HaHMe NPOrpaMMHOro MaTepuana, a Takke OCHOBHOMO COAEePXKaHWs U HOBaLWiA

NEKLUMOHHOro Kypca HO CpaBHEHMIO € y4ebHOI nuTepaTypoil;

- 3HaHWe KOHLEeNTya/lbHO-NOHATUIAHOIO annapaTa BCero Kypca,

a TaKKe CBMAETENbCTBYET O CNOCOBHOCTY:

- CamOoCTOATE/IbHO KPUTUYECKMN OLEHMBATb OCHOBHbIE MOMOXEHUSA KypCa;
- YBSI3bIBaTb TEOPUIO C NMPAKTUKOM.

OueHKa «OT/IMYHO» He CTaBUTCA B Cy4YasxX CUCTEMATUYECKMX NPOMYCKOB CTYAEHTOM
nabopaTopHbIX N NEKLMOHHBIX 3aHATUI N0 HEYBaXKMTENbHbIM MPUYMHAM, a TAKXKe HenpaBU/IbHbIX
OTBETOB Ha A0NONHUTE/IbHbIE BOMPOCHI NpenoaasaTens.

OLeHKa «XOPOLLIO» CTaBUTCA CTYAEHTY, OTBET KOTOPOro CBUAETENbCTBYET O MOIHOM 3HAHUM
martepuana no nporpammMe, a Takke COAEPXMUT B Lie/IOM NpaBuIbHOE, HO He BCerga TOYHOe U
apryMeHTMpOBaHHOE N3/0XEHWe MaTepuana.

OLEeHKa «X0pOLLO» He CTaBUTCS B C/IyHasx MPONYyCKOB CTYAEHTOM nabopaTopHbIX U
NEKLUMOHHbIX 3aHATWIA MO HEYBaXKMUTEbHbIM MPUYMHAM.

OueHKa «y[0B/IETBOPUTE/IbHO» CTaBUTCA CTYAEHTY, OTBET KOTOPOr0 COAEPXKNT:

- MOBEPXHOCTHbIE 3HAHUSA BAXKHENLUMX Pa3fenoB NporpamMMbl U COAEPXKaHNS NEKLUMOHHOIO

Kypca;

- 3aTPYAHEHMs C UCMO/b30BaHMEM Hay4HO-MOHATUIAHONO anmnaparta U TEPMUHO/OTNN Kypca;
- CTPeM/ieHMe NOrMYecKmn YeTKO MOCTPOUTb OTBET, a TaKKEe CBUAETENbCTBYET O BO3MOXHOCTY
nocneayoLero ooy4eHus.

OueHKa «Hey[OB/IeTBOPUTENbHO» CTaBUTCA  CTYLEHTY, WMEILWEMY CYLLeCTBEHHble
npo6enbl B 3HaHWM OCHOBHOrO MaTepuana Mo nporpaMme, a TakKxke [JOMyCTUBLLEMY
NPUHUMNUabHbIE OLLUMOKN MPY M3N0XEHUN MaTepuana.

7. MeToanyecKne yKaszaHUA 418 00y4yatoLMXCs N0 OCBOEHUIO ANCLUNIVHDI

7.1. MeToanyeckune ykKasaHua K 3aHATUAM IEKLIMOHHOIO Tuna

HanucaHve KOHCNeKTa NeKLWiAi: KpaTKo, CXeMaTW4HO, MocnefoBaTe/lbHO (PMKCUPOBATb
OCHOBHbI€ NMONOXEHUS, BbIBOABI, (DOPMYIMPOBKM, 0600LLEHUS; MOMeYaTb BaXXHbIE MbIC/N,

BbIAENATb KIHOYEBble C/10BA, TEPMUHbI. [MpoBepka TEPMUHOB, MOHATUIA C MOMOLLbIO
SHUMKNONeAWi, CcnoBapeil, CMNPaBOYHUMKOB C BbIMNWCbIBAaHWEM TONIKOBaHWA B  TeTpajb.
O0603HaunTb BOMPOCbI, TEPMUHbI, MaTepuas, KOTOPbI BbI3biBaeT TPYAHOCTWU, MOMETUTHL U
MoMbITaTbCs HaWTW OTBET B PEKOMEHAYEeMOW nuTepatype. Ecnu camocTosTeNbHO He ypjaeTcs
pasobpatbcs B MaTepuase, He06XoAMMO ChOpMyNMpoBaTh BOMPOC W 3a4aThb Npenojasartesiio Ha



KOHCYNbTauMKW, Ha NPaKTUYECKOM 3aHATUN.

7.2. MeToANYECKME YKA3aHUSA K 3aHATUAM CEMUHAPCKOro Tuna

lMpakKTnyecKne 3aHATUSA

Mpn nNOAroToBKe K MNpakTUYeCKUM paboTaM  HEeob6XOoAMMO  3apaHee  U3yuuTb
MeTOAMYECKME PeKOMEeHJaUMM Nno ero nposefeHnto. O6paTnTb BHUMaHWE Ha Leflb 3aHATUSA, Ha
OCHOBHbIE BOMNPOCHI A4/1f NOAIOTOBKM K 3aHATUIO, HA COLEPXKaHWe TeMbI 3aHATUS.

MMpakTnyeckoe 3aHATME MPOXOAMT B BUAE BbINOMHEHUA OMNPeAeNeHHOro 3ajaHus Ha
KOMMbIOTEPE C UCMO/b30BaHMEM CMNeLnanbHOro nporpaMMHoro obecriedeHusi. CTyaeHT [OKeH
cfiaBaTb NpakTM4Yeckyt paboTy B BUAe HArnsAHOW AeMOHCTpauum LOCTUTHYTbIX Pe3y/bTaToB
npenojasarento.

Kpome TOro, Ha TakMx 3aHATUAX CTYLEHTbl NPeACTaBNA0T LOKNaAbl, MOArOTOBNEHHbIE BO
BpeMS CamOCTOsTeNlbHOM paboTbl. Tema [oKnafa BbIGMpaeTCHd CTYAEHTOM CaMOCTOSTENbHO,
NCXOAA U3 ero nHTepecos. [oknaf npefcraBnseTcsa B Buge npeseHtaunn (PowerPoint nnn PDF).

7.3. MeToanyeckune ykasaHus no opraHn3aumMm camocToATe/lbHOM paboThl

MaTtepwuas, 3aKOHCMEKTUPOBAHHBIN Ha NeKUMAX, He06X0AUMO perynspHo npopabarbiBaTb
N LOMNOMHATL CBEAEHUAMMW U3 APYTMX UCTOYHMKOB NMTepaTypbl, NpeAcTaBNeHHbIX He TO/bKO B
nporpaMmMe AUCLMNINHbBI, HO U B NEPUOLUYECKNX U3LAHUAX.

Mpn  M3yyeHUWM [UCUMNAMHBI CHayana Heob6XOo4MMO MO KaXKAOW TeMe MpoyuTatb
PEKOMEHAOBAHHYI0 NNTEPaTYypy W COCTaBUTb KPATKUIA KOHCMEKT OCHOBHbLIX MOMIOXEHWA,
TEPMUHOB, CBefeHUI, TpebyroLWMX 3anOMUHAHNS U ABASIOLLMXCA OCHOBOMNOMAratoWwmMMmn B 3ToM
Teme [A/11 OCBOEHMA MOC/efyowWwmx Tem Kypca. [na pacliMpeHust 3HaHUS N0 AUCLUNINHE
PEKOMEHYeTCA UCMOob30BaTh IHTEpHET-PecypChl; MPOBOANTL MOUCKMN B Pas3fiMyHbIX CUCTEMAX
1 MCNOMb30BaTb MaTepumasbl CanToB, PEKOMEHA0BaHHbIX NpenoLaBaTe/eM.

MMpn oTBeTe Ha 3a4eTe HEOOXOAMMO: NPOAYMAaTb W YETKO W3N0XUTb MaTepuan; Aatb
ornpegenieHe OCHOBHbIX MOHATWIA; [aTb KPaTKOe ONucaHue SBAEeHWUIA; NpuBecTU npumepbl. OTBeT
crnegyeT UNNICTPUPOBATL CXeMaMu, PUCYHKaMKU U rpanKamu.

8. Y4ebHO-MeTOANYECKOE W UH(OPMALMOHHOE —obecneveHe  AUCLMM/IVHBI
obecrneyeHne ANCLUNINHDI

8.1. NepeyeHb OCHOBHOW W LOMOIHNTENIbHOW Y4eOHOW NnuTepaTypbl

OcHoBHasa nuTepaTtypa

1) Hectepos C.A. VIH(popmaunmoHHas 06e30MacHOCTb: YYeOHWK W NpakTUKym Ans
akagemmyeckoro 6akanaspmata. - M.. M3gatensctBo HOpainT, 2019.[OneKTpoHHbIA pecypc] -
Pexxum goctyna: https://biblio-online.ru/book/informacionnaya-bezopasnost-434171

2) 3aneyHunkos C.B., KasapuH O.B. Kpuntorpaguyeckne meTofbl 3alnThl MHDOPMaLUN:
yueb. Mocobue ana akagemmyeckoro 6akanaspuata - M.: M3pgatenbctBo HOpaiit, 2019. -309c.
ANeKTPOHHbIN pecypc. Pexxum goctyna: https://biblio-online.ru/book/kriptograficheskie-metody-
zaschity-informacii-433133

JononHuTtenbHaa nuTepaTypa

3) bab6eHko J1.K., Wwykoa E.A. Kpuntorpaguyeckas 3almuTta MHGopMaLmu:
cUMMeTpUYHoe WwndpoBaHme: yyeb. Mocobue ana By3oB - M. M3paTenbctBo HOpanit, 2019. -
220 c. OneKTpoHHbIN pecypc. Pexxum poctyna: https://biblio-online.ru/book/kriptograficheskaya-
zaschita-informacii-simmetrichnoe-shifrovanie-437667

4) NNocb A.B., HectepeHko A.KO., PoxxkoB M. T1.. KpunTtorpauyeckne meTofbl 3aLiUThbl
NH(OopMaLUM AN U3yYaloLMX KOMMbIOTEPHYHO 6€30MacHOCTb.: YYEOHUK ANA aKageMUyeckoro
bakanaspuata - M.: MN3patenbctBo HOpaiit, 2019 - 473 c. [OneKTpOHHbI pecypc]— Pexum
pocTyna: https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-
izuchayuschih-kompyuternuyu-bezopasnost-447581

8.2. [NepeyeHb NporpaMmMHoOro obecreveHns
1 OnepaunoHHas cuctema Windows XP, Microsoft Office 2007


https://biblio-online.ru/book/informacionnaya-bezopasnost-434171
https://biblio-online.ru/book/kriptograficheskie-metody-
https://biblio-online.ru/book/kriptograficheskaya-
https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581
https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581

2. TporpaMmbl 3/IEKTPOHHbIX Tabnuy, Excel

3. TekcTtoBblil pegaktop Word

4. TMporpamma Ana cosgaHus npeseHtauumii Power Point
5. Tporpamma pacrno3HaBaHus TekcTa FineReader

8.3. INepeyeHb MHPOPMALIMOHHbIX CNPaBOYHbIX CUCTEM
1 KoHcynbTaHT lMntoc.

8.4. DNEeKTPOHHbIE BUGNOTEUHbIE PECYPChI:

1 3OneKTpoHHO-6MbnMOoTeYHas cucTema MmnagpoMeTteoOHnaiiH- http://elib.rshu.ru/
2.  WHhopmaunsa aneKTpoHHOW 6MbamMoTeYHol cuctemsl http://znanium.com/

3. ONeKTpOoHHbIN KaTanor 6ubnmotekn PITMY http://lib.rshu.ru/jirbis2/index.php?
option=com_irbis&view=irbis&Itemid=108

4. WspatenbctBo KOPAWUT https://biblio-online.ru/

8.5. CoBpeMeHHbIle npodeccnoHasibHble 6a3bl JaHHbIX

1 HayuHas anekTpoHHas 6ubnunoteka eLIBRARY.RU
https://elibrary.ru/defaultx.asp

2. depaepanbHas rocyaapcTBeHHas MHPOPMaLMOHHas cucTemMa HaunoHanbHas
anekTpoHHasa 6uébnmoteka (HI3B). https://rusneb.ru/

3. MynbTuancunnanHapHas pegepatmBHas 1 HayKoMmeTpuyeckas 6asa gaHHbIX
Scopus komnaHum Elsevier https://www.scopus.com/search/form.uri?display=basic#basic
4. MonutemaTnyeckaa peepaTUBHO-6MBANOrpaduyeckas u HayKOMeTpuyeckas

(bubnuometpuyeckas) 6asa faHHbIX Web of Science komnaHuu Clarivate Analytics
http ://apps.webofknowledge.com/WOSGeneral Searchinput.do?product=WO S&search
_mode=GeneralSearch&SID=F4ADWwm8nvkgneH3Gu7t&preferencesSaved=

9. MaTepunasibHO-TEXHNYECKOe obecrneveHme AUCLUNINHDBI

NekumnoHHble ayauTopun 060pyAOBaHbl BUAEONPOEKUMOHHLIM 060pyAOBaHWEM A/if
npeseHTauui, cpeAcTBamMy 3BYKOBOCMPOM3BEAEHUSA, SKPAHOM, MEPCOHaNbHbIM KOMMbIOTEPOM C
BbIXO4OM B CeTb VIHTepHeT; nomelleHus AN18 MPOBELEHUS CeMMHAPCKMX W MPaKTUYECKMX
3aHATUIA 060pyAOBaHbl Y4ebHON Mebenbto; 6nbnnoTeka MMeeT paboune mecta Ans CTYAEHTOB;
KOMMbIOTEPHbIE  KMAacCbl OCHalleHbl BWAEONPOEKLUMOHHbIM 000pyf0BaHMEM, CpencTBamu
3BYKOBOCMNPOWN3BEAEHNSA, 3KPaHOM, MEPCOHANbHbIMU KOMMbIOTEPAMU C BbIXOLOM B CETb
VHTepHeT.

10. OC06eHHOCTM OCBOEHUS AVUCLUNANHBI A1 WHBAIMAOB M NIUL, C OFPaHNYeHHbIMA
BO3MOXXHOCTSIMM 3[10POBbS

Ob6yueHne 0OyuvalOLMXCA C  OrPaHWYEHHbIMU  BO3MOXHOCTIMW  3[,0POBbS  NpU
HEOOXOAMMOCTU OCYLLECTBNSETC Ha OCHOBE afanTWpOBaHHOW paboueil nporpammbl C
NCMONb30BaHWMEM  CMeUMa/ibHbIX  METOOB  00YYeHWs W AWAAKTUYECKMX — MaTepuasnos,
COCTaBNEHHbIX C Y4YeTOM OCOGEHHOCTE MCUXO(U3NYECKOrO PasBUTUS, WHAMBUAYAIbHbBIX
BO3MOXHOCTEl 1 COCTOSIHMA 340POBbS TaKMX 00yyatoLLmMxcs (06yyaroLerocs).

Mpn onpegeneHu  (OPMbl  MPOBEAEHMS  3aHATUIA € 0BYyYaroLMMCS-MHBAIUAOM
YUNTLIBAOTCA PEKOMEHAALMM, COAEPXKaLLMecs B WHAMBMAYaNbHOM MporpammMe peabunmTauum
VHBaNIMAa, OTHOCUTENbHO PEKOMEH0BaHHbIX YC/IOBUIA 1 BUAOB TPY/a.

Mpn HEOGXOAMMOCTUN AN 00YYatOLMXCA M3 YnCa UHBANUAOB W NNL, C OFPaHNYEHHbIMY
BO3MOXHOCTSIMW 3/10POBbSi CO3/al0TCs CMeumanbHble paboume MecTa C YY4eTOM HapyLLEeHHbIX
(YHKLMIA 1 OrpaHNYeHNiA XXN3HeAEATENbHOCTH.
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